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Abstract—Cloud computing has changed the way enterprises store, access and share data. Big data sets are
constantly being uploaded to the cloud and shared within a hierarchy of many different individuals with
different access privileges. With more data storage needs turning over to the cloud, finding a secure and efficient
data access structure has become a major research issue. In this paper, a Privilege-based Multilevel
Organizational Data-sharing scheme (P-MOD) is proposed that incorporates a privilege-based access structure
into an attribute-based encryption mechanism to handle the management and sharing of big data sets. Our
proposed privilege-based access structure helps reduce the complexity of defining hierarchies as the number of
users grows, which makes managing healthcare records using mobile healthcare devices feasible. It can also
facilitate organizations in applying big data analytics to understand populations in a holistic way. Security
analysis shows that P-MOD is secure against adaptively chosen plaintext attack assuming the DBDH
assumption holds. The comprehensive performance and simulation analyses using the real U.S. Census Income
data set demonstrate that P-MOD is more efficient in computational complexity and storage space than the
existing schemes.
Keywords: Cloud Computing, Big Data, Hierarchy, Privilege-Based Access, Sensitive Data,
Attribute-Based Encryption, Mobile Healthcare.

1. INTRODUCTION
It was estimated that data breaches cost the United States’ healthcare industry approximately
$6.2 billion in 2016 alone [1]. To mitigate financial loss and implications on the reputation
associated with data breaches, large multilevel organizations, such as healthcare networks,
government agencies, banking institutions, commercial enterprises and etc., began allocating
resources into data security research to develop and improve accessibility and storage of
highly sensitive data.
One major way that large enterprises are adapting to increased sensitive data management is
the utilization of the cloud environment. It was reported that more than half of all U.S.
businesses have turned over to the cloud for their business data management needs [2]. The
on-demand cloud access and data sharing can greatly reduce data management cost, storage
flexibility, and capacity [3]. However, data owners have deep concerns when sharing data on
the cloud due to security issues. Once uploaded and shared, the data owner inevitably loses
control over the data, opening the door to unauthorized data access.

A critical issue for data owners is how to efficiently and securely grant privilege level-based

access rights to a set of data. Data owners are becoming more interested in selectively sharing
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information with data users based on different levels of granted privileges. The desire to grant
level-based access results in higher computational complexity and complicates the methods
in which data is shared on the cloud. Research in this field focuses on finding enhanced
schemes that can securely, efficiently and intelligently share data on the cloud among users
according to granted access levels.
A Privilege-based Multilevel Organizational Data-sharing scheme (P-MOD) is proposed. It
builds on concepts presented in [6] to solve the problems of sharing data within organizations
with complex hierarchies.
The main contributions in this project can be summarized as follows:
» We present multiple data file partitioning techniques and propose a privilege-based access
structure that facilitate data sharing in hierarchical settings.
* We formally prove the security of P-MOD and show that it is secure against adaptively
chosen plaintext attacks under the Decisional Bilinear Diffie-Hellman (DBDH) assumption.
» We present a performance analysis for P-MOD and compare it to three existing schemes
[7]-[9] that aim to achieve similar hierarchical goals.
* We implement P-MOD and conduct comprehensive simulations under various scenarios
using the real U.S. Census Income data set [10]. We also compare our results to simulations
we have conducted for two other schemes [7], [9] under the same conditions.

2. RELATED WORK
Fuzzy ldentity-Base Encryption (Fuzzy IBE) was introduced in [11] to handle data sharing on
the cloud in a flexible approach using encryption. The ciphertext is shared on the cloud to
restrict access to authorized users. In order for an authorized individual to obtain the data, the
user must request a private key from a key-issuer to decrypt the encrypted data. Fuzzy IBE is
a specific type of function encryption [12] in which both the private key of the data user and
ciphertext are affiliated with attributes. Attributes are descriptive pieces of information that
can be assigned to any user or object. Since attributes can be any variable, they provide more
flexibility when granting data access. The scheme enables a set of descriptive attributes to be
associated with a private key and the ciphertext shared on the cloud. If the private key of the
data user incorporates the minimum threshold requirement of attributes that match those
integrated within the ciphertext, the data user can decrypt it. Although this scheme allows
complex systems to be easily defined using attributes, it becomes less efficient when used to
express large systems or when the number of attributes increases.
Attribute-Based Encryption (ABE) schemes later emerged to provide more versatility when

sharing data. These schemes integrate two types of constructs: attributes and access policies.
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Access policies are statements that join attributes to express which users of the system are
granted access and which users are denied. ABE schemes were introduced via two different
approaches: Key-Policy Attribute-Based Encryption (KPABE) [13] and Ciphertext Policy
Attribute-Based Encryption (CP-ABE) [7]. In KP-ABE, each ciphertext is labeled with a set
off descriptive attributes, while each private key is integrated with an access policy. For
authorized data users to decrypt the ciphertext, they must first obtain a private key from the
key issuer to use in decryption. The key-issuer integrates the access policy into the keys
generated. Data users can successfully decrypt a ciphertext if the set of descriptive attributes
associated with the ciphertext satisfies the access policy integrated within their private keys.
KP-ABE can achieve fine-grained access control and is more flexible than Fuzzy IBE.
However, the data owner must trust the key-issuer to only issue private keys to data users
granted the privilege of access. This is a limitation since the data owner ultimately forfeits
control over which data users are granted access.

The main advantage of this scheme is that it provides leveled access structures which are
integrated into a single access structure. As a result, storage space is saved as only one copy
of the ciphertext is needed to be shared on the cloud for all data users. However, since this
scheme uses a single access structure to represent the full hierarchy, the higher levels are
forced to accommodate attributes of all the levels below. As the number of levels increases in
the hierarchy, the number of attributes grows exponentially making this scheme infeasible on
a large scale. A simplified and reduced access structure is proposed to reduce the
computational complexity by removing all branches of the single access structure while
keeping one full branch. The full branch consists of the root node, a set of transport nodes
(one for each level), and the leaf nodes (attributes). However, in real-life applications,
relationships within an organization are often built in a cross-functional matrix, making this a
complicated solution when assigning privileges.

3. PROBLEM DEFENITION

Consider a data owner that possesses a data file F and wishes to selectively share different
segments of it on the cloud among a set of data users based on certain access privileges. We
assume that the data users can be ranked into a hierarchy that defines their access privileges.
Selectively sharing data files on the cloud becomes a burden on the data owner as the
hierarchy grows (the access privileges increase in number) and/or as the access restrictions
become more complex due to an increase in the sensitivity of the file segments. A trivial
solution involves the data owner to use public key encryption. This solution would require

the data owner to encrypt the same part of the data file once for each data user being granted

Page | 341 www.junikhyat.com Copyright ® 2020 Authors



Juni Khyat ISSN: 2278-4632
(UGC Care Group | Listed Journal) Vol-10 Issue-6 No. 7 June 2020

access then upload the resulting ciphertexts to the cloud. The data users would then fetch
their uniquely encrypted parts of the file from the cloud and utilize their private keys to
decrypt them. This method ensures that no unprivileged data user will gain access to any part
of the data file even if that user is able to download the ciphertexts from the cloud. However,
on a large scale, public key encryption becomes an inefficient solution due to the increase in
the number of encryptions and large storage spaces required. Therefore, the challenge is to
provide the data owners with an efficient, secure and privilege-based method that allows them
to selectively share their data files among multiple data users while minimizing the required
cloud storage space needed to store the encrypted data segments.

Design Goals

Based on the problem described above, we have the following design goals:

Privilege-Based Access: Data is shared in a hierarchical manner based on user privileges.
Data users with more privileges (ranked at the higher levels of the hierarchy) are granted
access to more sensitive parts of F than those with fewer privileges (ranked at the lower
levels of the hierarchy).

Data Confidentiality: All parts of F are completely protected from unprivileged data users
(including the storage space). Data users are entitled to access the parts of F corresponding to
the levels they fall in and/or any other parts corresponding to the levels below with respect to
their own.

Fine-Grained Access Control: The data owner has the capability to encrypt any part of F
using any set of descriptive attributes he/she wishes, limiting access to only authorized data
users. The set of descriptive attributes is defined by the data owner at the time of encryption
and can be selected from an infinite pool.

Collusion Resistant: Two or more data users at the same/different level cannot combine their

private keys to gain access to any part of F they are not authorized to access independently.

4. PROPOSED WORK
The general model of privilege-based data sharing among hierarchically-ranked data users is
illustrated in Fig. 1. The system consists of four main entities: Data owner (DO), Data users
(DU), Key-issuer.

As shown by Fig. 1, the data users ranked at the higher levels are granted access to more

sensitive segments of file F than those ranked at lower levels. In our proposed scheme, the
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hierarchy is not fixed nor predefined. It is defined by the data owners as they encrypt their

files to be shared with a set of data users.
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Fig. 1: General scheme of P-MOD

This system model consists and implements the following modules:

» Data owner (DO): An individual that owns a data file and wishes to selectively share
it with multiple data users based on certain desired privacy preferences.

« Data users (DU): A set of hierarchically-ranked individuals interested in obtaining
different segments of a shared data file. Data users fall into different levels within the
hierarchy based on specific sets of attributes they possess.

« Key-issuer: A fully trusted entity that generates private keys for the data users that
possess a correct set of attributes.

» Cloud server: A non-trusted entity used to store the encrypted segments of the data
file.

Algorithm
1) Setup: This is a probabilistic function carried out by the key-issuer. The Setup
function takes a security parameter and randomly chooses values as a input. The
outputs of this function are public key PK and master key MK
2) KeyGen: This is a probabilistic function carried out by the key-issuer. The inputs to
this function are MK generated by the Setup function, and the attribute set of data

user, The KeyGen function outputs a unique private key SK for the data user.
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3) Encrypt: This is a probabilistic function carried out by the DO to encrypt the
symmetric keys that are to be shared with the privileged data users. The inputs to this
function are PK, the public key generated by the Setup function, the symmetric key sk
representing the data that will be encrypted, and the access tree that defines the
authorized set of attributes. The output of this function is the encrypted symmetric
key.

4) Decrypt: This is a deterministic function carried out by the data user. The inputs to
this function are an encrypted symmetric key corresponding to L;, and the private key
SK of the data user. This outputs the original file.

5. RESULTS & DISCUSION

In this section, we provide the proposed scheme comparative analysis results.

A) Key Generation Time-Cost:
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(a) Key generation time
To measure the time to generate a private key for a user, the same attribute and level
conditions are applied to all three schemes. P-MOD outperforms CP-ABE and FH-CP-ABE
in all experimental evaluations. As illustrated in Fig. 2(a), the time taken to generate a private
key for a user at the highest level in CP-ABE and FH-CP-ABE, is independent of the value of
k and remains nearly constant when N is kept constant, for both values of N = {10,100}
tested. In comparison, P-MOD reacts differently. When the total number of user attributes is

normally distributed among the levels, the time taken to generate a private key by P-MOD is
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approximately the reciprocal of the value of k multiplied by the equivalent time taken by CP-
ABE or FH-CP-ABE to perform the same function.
B) Encryption Time-Cost:
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(b) Encryption time
The encryption time-cost is the time it takes each scheme to perform the encryption function
over all partitions of F. Fig. 2(b) represents the time expenditure of each scheme under all six
experimental scenarios. P-MOD surpasses both CP-ABE and FH-CP-ABE in every
experimental case. For example, compare the time duration of the three schemes at k = 9 and
N = 100. The time duration for CP-ABE is approximately 4.3 times of P-MOD to perform
encryption. Similarly, FH-CP-ABE is approximately 1.2 times of P-MOD to perform

encryption.

C) Decryption Time-Cost:

As previously discussed, the experiments are performed in the perspective of a user that
appears at the highest level of the hierarchy. Taking this into account, the decryption time-
cost is defined as the time for the user to successfully decrypt all ciphertexts EF;
corresponding to all partitions F;, if the user possesses the correct set of user attributes. Fig.
2(c) illustrates the time to perform the decryption function by each scheme. The decryption
function of both CP-ABE and FH-CP-ABE both involve e and fG; operations that are

dependent on the values k and N.
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As these values increase, the decryption time-cost increases linearly for both schemes,
proving the correctness of the decryption complexity analysis. The decryption time-cost of P-
MOD does not severely increase while the value N changes from 10 to 100. In contrast to
this, CP-ABE and FH-CP-ABE are greatly affected, as seen in Fig. 2(c).
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Fig. 5: Performance comparison

In summary, for a hierarchical organization with many levels, the simulation results show
that P-MOD is significantly more efficient at generating keys, encryption, and decryption
than that of both CP-ABE and FH-CP-ABE schemes.

6. CONCLUSION
The numerous benefits provided by the cloud have driven many large multilevel
organizations to store and share their data on it. This paper begins by pointing out major
security concerns data owners have when sharing their data on the cloud. Next, the most
widely implemented and researched data sharing schemes are briefly discussed revealing
points of weakness in each. To address the concerns, this paper proposes a Privilege-based
Multilevel Organizational Data sharing scheme (P-MOD) that allows data to be shared
efficiently and securely on the cloud. P-MOD partitions a data file into multiple segments
based on user privileges and data sensitivity. Each segment of the data file is then shared
depending on data user privileges. We formally prove that P-MOD is secure against
adaptively chosen plaintext attack assuming that the DBDH assumption holds. Our
comprehensive performance and simulation comparisons with the three most representative

schemes show that P-MOD can significantly reduce the computational complexity while
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minimizing the storage space. Our proposed scheme lays a foundation for future attribute-

based, secure data management and smart contract development.
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