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ABSTRACT 

It is already revealed on the international front that there is no sufficient protection 

regime for the protection of the trade secrets in India. This makes it inevitable to ascertain 

where India stands in relation to trade secret protection. For this, it is necessary to make a 

comparative analysis with the countries having a standard trade secret protection mechanism. 

The United States of America is one such country. 

This paper attempts to make a comparative analysis in brief between the trade secret 

regime existing in India and America. The comparison has been done with regard to meaning 

of trade secrets, protection provided to trade secrets. The research also aided in understanding 

what is the Indian position as to protection of trade secrets and what can be done to improve 

the situation to meet the International standard as well Indian needs as to trade secret 

protection. 

INTRODUCTION 

The owners of trade secrets in India are not guarded and are not protected to every 

possible extent. The current regime has not been effective in solving the problems of the 

owner of trade secrets. They have to face many difficulties while protecting their secrets from 

disclosures. Moreover, in case of theft or misappropriation, no appropriate remedy is 

available. Remedies are distributed according to various laws, that is, tort, contract and 

criminal laws, and at the same time they not sufficient enough to allow adequate redress of 

the claims of the owners of trade secrets 

In this scenario it becomes important to consider Indian position in comparison with those 

countries having standard trade secret regime. It cannot be denied that United States has the 
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most effective protection mechanism for trade secrets on the civil as well as criminal front. 

Thereby comparison with US mechanism would help us to evaluate following: 

 Is protection of trade secrets in India sufficient? 

 If not, what steps are required to be taken? 

 How they may be implemented? 

 Will such steps be able to keep pace with the growing needs? 

COMPARISON 

Trade secrets are one of the most important forms of intellectual property. The creative mind 

involved in their creation is nothing less than the innovation of patent. In present times, they 

have become one of the essential assets for the corporate world. It is necessary like other 

forms of intellectual property there protection is not ignored. 

 The Unites States of America has the best standardized framework for the protection of trade 

secrets. There are three statutes in the USA which provide for legislative framework for the 

protection of trade secrets. Firstly, the Economic Espionage Act of 1996
1
, secondly, the 

Uniform Trade Secret Act
2
 (model act), and thirdly, the Defend Trade Secrets Act

3
 of 2016. 

As far as India is concerned there is no uniform law for the protection of the trade secrets. In 

case of misappropriation or theft the owner of trade secrets has to resort to remedies which 

are distributed under different laws such as the Indian Contract Act 1872, and Indian Penal 

Code, 1860. The Indian government tried to resolve the issue by enacting National 

Innovation Act (not yet enforced) and National IPR Policy 2016. But these also do not deal 

with trade secrets directly.  

The comparison between Indian and American regime as to protection of trade secrets can be 

made on the basis of the following: 

 Definition of trade secrets 

 Protection and remedies 

COMPARISON ON THE BASIS OF DEFINITION OF TRADE SECRETS 

                                                           
1
 Referred as EEA further 

2
 Referred as UTSA further  

3
 Referred as DTSA further 



Juni Khyat                                                                  ISSN: 2278-4632 

(UGC Care Group I Listed Journal)                        Vol-10 Issue-6 No. 6 June 2020 

Page | 298                     www.junikhyat.com                   Copyright ⓒ 2020 Authors 

In India, there is no recognized statutory definition of trade secrets. Yes, the word 

“Confidential Information” 
4
 is defined in the National Innovation Act, 2008, but there lies 

two setbacks. Firstly, even though the terms trade secrets and confidential information are 

used interchangeably, there is a difference between the two. Secondly, the Act has not yet 

enforced.  

As far as the definition in the National Innovation Act is concerned is concerned, it is 

inclusive in nature and restrictive in scope. It is based on the definition of trade secrets in 

TRIPS agreement. Hence, lacks originality. Also, it is not clear whether the information as 

defined in the Act may be treated as property or not. 

The National IPR Policy enunciated that a proper legislative framework must be made for 

trade secrets protection. But when it will become a reality is a major question. 

On the other hand in US trade secrets have been defined in the both in model law (Uniform 

Trade Secret Act) and federal law (Defend Trade Secret Act and Economic Espionage Act). 

The definition 
5
 under UTSA is inclusive in nature but broader in perspective because of 

following reasons: 

 The economic value derived from information can be actual or potential. 

                                                           
4 Section 2(3) “Confidential Information” means information, including a formula, pattern, 

compilation, program device, method, technique, or process, that:  

(a) Is secret in that it is not, as a body or in the precise configuration and assembly of its 

components, generally known among or readily accessible to persons within the circles that 

normally deal with the kind of information in question; 

(b) Has commercial value because it is secret; and  

(c) Has been subject to reasonable steps under the circumstances by the person lawfully in control of 

the information, to keep it secret. 

 
5 Trade secret means information, including a formula, pattern, compilation, program, device, method, 

technique, or process, that:  

(i) Derives independent economic value, actual or potential, from not being generally known to, and 

not being readily ascertainable by proper means by, other persons who can obtain economic 

value from its disclosure or use, and  

(ii) Is the subject of efforts that are reasonable under the circumstances to maintain its secrecy. 
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 It is not necessary that the trade secret must have been put to use. 

 Reasonable efforts to maintain secrecy have been held to include advising 

employees and limited access. 

The definition 
6
 of trade secret in DTSA and EEA is further broader than that of UTSA; 

hence it must be broader than definition under Indian Innovation Act, 2008.  The difference 

being that under the DTSA the information derives independent economic value, actual or 

potential, from not being generally known to, and not being readily ascertainable through 

proper means by, another person who can obtain economic value from the disclosure or use 

of the information, whereas under EEA the information derives independent economic value, 

actual or potential, from not being generally known to, and not being readily ascertainable 

through proper means by, the public. This has been done to give the definition a civil nature 

in case of DTSA and criminal nature in case of EEA. 

 

COMPARISON ON THE BASIS OF PROTECTION AND REMEDIES 

Chapter 6 of the National Innovation Act makes provision with respect to trade secrets. 

Section 8 obligations as to confidentiality arising from contract. However, this provision does 

not extinguish the enforceability of obligations arising from non contractual relationships, 

which is further explicitly provided in Section 8(3) and Section 9.  

Section 10 of the Act makes it obligatory on court to preserve secrecy during the proceedings 

whereby remedies are claimed. Section 12 makes provision for mandatory or preventive 

injunction to restrain misappropriation of confidential information. If circumstances require 

the court may also issue interim injunction. The injunction can be varied or vacated by the 

                                                           
6 1839(3): The term ‘trade secret’ means all forms and types of financial, business, scientific, technical, 

economic, or engineering information, including patterns, plans, compilations, program devices, formulas, 

designs, prototypes, methods, techniques, processes, procedures, programs, or codes, whether tangible or 

intangible, and whether or how stored, compiled, or memorialized physically, electronically, graphically, 

photographically, or in writing if  

A. The owner thereof has taken reasonable measures to keep such information secret; and 

B. The information derives independent economic value, actual or potential, from not being generally 

known to, and not being readily ascertainable through proper means by, another person who can 

obtain economic value from the disclosure or use of the information. 
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court. Section 13 provided remedy in the form of mandatory damages as notified by 

appropriate government or as agreed between the parties or actual damages on proof of 

breach of confidentiality. 

Under the act, not all acts can be considered as misappropriation. Section 11 prescribes three 

conditions in which act are not considered as misappropriation that is, information in public 

domain, or derived independently or when the disclosure is in public domain.  

The protection of trade secret in India cannot be taken under National Innovation Act, 2008 

since it has not been enforced. The enactment goes in vein as the remedies of injunction 
7
 and 

damages
8
 cannot be claimed due to its non- enforceability. However, common law remedies 

and some remedies under Civil and Criminal law are available.  

The owner of the trade secret can file a civil suit seeking an injunction against the 

unauthorized or illegal user, and can also demand the return or destruction of physical 

material (in respect of the secret being misappropriated). The probability of obtaining an 

injunction from the Indian courts is based on certain basic principles formulated in the Code 

of Civil Procedure 1908 
9
: 

 A prima facie case in favour of an injunction exists. 

 The balance of convenience is in favour of granting the injunction. 

 There is a risk that, in the absence of an injunction, the owner will suffer 

irreparable loss and injury. 

                                                           
7 Section 12 provides for Preventive or mandatory injunction restraining misappropriation of Confidential 

Information. 

 
8 section 13 deals with Mandatory damages on proof of breach of confidentiality 

 
9
 Enactedna oneecaoc na1 January 1909 
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In addition, the owner of a trade secret has the right to claim damages. However, the Indian 

courts do not usually award exemplary damages and the claiming party is required to adduce 

proof of actual damage. 

Also, section 27 of The Contract Act, 1872 
10

 provides protection against restraint of trade 
11

, 

if unreasonable which has been again interpreted by the courts and is limited to certain as it 

provides protection in contractual relationship and not otherwise. 

As a criminal solution, a complaint alleging criminal breach of trust under Section 408 of the 

code, read with Section 420 alleging cheating may also be initiated. However, the same 

would apply only in situations where an agreement (express or implied) of trust exists and 

has been contravened. 

As far as the National IPR Policy is concerned, it simply speaks that there must be a 

legislative reform for the protection of trade secrets
12

 

US provide both civil as criminal nature of protection to trade secrets. The Uniform Trade 

Secret Act which a model law has been adopted many states. It was drafted so as to give 

uniformity in trade secret law in United States. The benefit of UTSA is that it does not affect 

other law, which is, states can continue to follow other modes of trade secret protection along 

with a law on UTSA. 

The remedies that are provided under UTSA are: 

 Injunctive relief 
13

 to enjoin actual or threatened misappropriation. 

This can be terminated on the proof that trades secret has ceased to exist.if 

court considers it would be unreasonable to prohibit future use, the in 

exceptional circumstances, an injunction may condition future use on the 

payment of reasonable royalty. 

                                                           
10

 Date enacted:25 April 1872. 
 
11

 Section 27 of the Indian Contract Act, 1972 reads as under: Every agreement by which anyone is restrained 
from exercising a lawful profession or trade or business of any kind, is to that extent void. 
 
12

 Third objective, step no 3.8.4  of the policy deals with Legal and Legislative Framework  and particularly with 
respect trade secrets 
 
13

 Section 2 Uniform Trade Secrets Act 
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 Damages
14

, which may be awarded along with or in place of injunctive relief 

for the actual loss. The complainant may also recover damages for unjust 

enrichment by misappropriation which is not taken into account in calculating 

actual loss. If malicious misappropriation exists the court may also award 

exemplary damages. 

Unlike India, US have a federal legislation in form of Defend Trade Secret Act, 2016. The 

remedies provided under this Act are civil nature. These remedies are: 

 Civil seizure
15

, which is in form of private civil action, upon ex parte 

application in exceptional circumstances. It is necessary that the complaint 

must be verified or based on an affidavit. The requirements
16

 that must be 

complied in order to get such relief are also mentioned in the Act. 

It must be noted that such remedy does not exist in India as of now. 

 

 Injunction
17

 

 Damages 
18

 

The remedies of injunction and damages are more or less same as the UTSA. 

 

Another unique feature of this Act is the immunity protection to whistleblowers
19

. Yes, in 

India we too have Whistleblower legislation
20

  but that does not apply specifically with 

regards to trade secrets. 

                                                           
14

 Section 3 Uniform Trade Secrets Act 
 
15

 18 U.S.C. § 1836 (b)(1) 
 
16

 18 U.S.C. § 1836 (b)(2) (A) 
 
17

 18 U.S.C. § 1836 (b)(3) (A) 
 
18

 18 U.S.C. § 1836 (b)(3) (B) 
19

 18 U.S.C. § 1833 (b) 
 
20

 Whistleblower Protection Act, 2011 
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US also have a federal statute called as Economic Espionage Act, 1996 whereby punishment 

is prescribed to offences with respect to trade secrets which are: 

 Economic espionage 
21

 

The punishment for economic espionage is fine of not more than $ 500,000 or 

to imprisonment for a term of not more than 15 years, or to both. When the 

same offence is committed by an organization, the EEA declares that such 

organization shall be fined for not more than 

$ 10,000,000. 

 

 Theft of trade secrets 
22

 

The punishment for theft of trade secrets is a fine or imprisonment for a term 

not exceeding ten years, or both. An organization that commits an offence 

described in subsection (a) is liable to a fine of not more than $ 5,000,000. 

For the award of punishment by court under EEA it is necessary that the ingredients as 

mentioned in the act are met. 

The remedy of criminal forfeiture 
23

 is also provides under EEA in addition to any 

punishment that may be imposed on a trade secret misappropriator.  

As compared to Indian regime, the EEA has specific and broader criminal redressal in case of 

trade secret misappropriation or theft. 

 

CONCLUSION 

In comparison to India, USA has the best law whereby protection is given to the trade secrets. 

The term “trade secrets” is considered in the wider sense in US, whereas in India, there is still 

no standardized definition. As far as remedies are concerned, there are both statutory civil 

                                                                                                                                                                                     
 
21

 18 U.S.C. § 1831 
 
22

  18 U.S.C. § 1832 
 
23

 18 U.S.C. § 1834 
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and criminal remedies for the protection. On the other hand, in India there are remedies, but 

they are available by virtue of law of equity and other civil and criminal remedies are 

scattered in different legislation, which do not directly deal with trade secrets. This makes 

protection of trade secrets in a bit difficult. 

Hence, it can be said that it’s necessary to give a proper place to this growing IP regime and 

where we see that different countries have already realized the need for it India is still lagging 

behind and just ignoring it. But this aspect of IP law can’t be left aloof as the Indian corporate 

sector is dynamic and fast, which relies heavily on trade secrets and therefore problem 

regarding this will crop up in future if not now. So it’s better to take a step ahead and prevent 

it rather than cure it after it has happened. 

Thus, it can be concluded that that Indian regime as to trade secret protection is weaker than 

that of America. Serious steps are required to be taken so that international expectations as 

well as Indian needs are met. Yes, attempts have been taken in this regard in form of National 

Innovation act and national IPR policy but they are just small steps which must be supported 

by a concrete solution. The American system can be of great succor. 


