
Juni Khyat                                                                                                                  ISSN: 2278-4632 

(UGC Care Group I Listed Journal)                                          Vol-10 Issue-1 No. 1 January 2020 

Page | 192                                                                                                 Copyright ⓒ 2020 Authors 

A SYSTEMATIC REVIEW OF CLOUD COMPUTING AND INTERNET OF THINGS IN CLOUD 

COMPUTING AND ITS UTILITY 

Mr. Ajay Kumar 

 

Ms. Pushpa Devi  OPJS University, Churu (Rajasthan) – India 

 

 Abstract- Cloud computing, as well as IoT, work towards increasing the efficiency of everyday tasks 

and both have a complementary relationship. On one hand, IoT generates lots of data while on the other 

hand, cloud computing paves way for this data to travel. There are many cloud providers who take 

advantage of this to provide a pay-as-you-use model where customers pay for the specific resources 

used. Also, cloud hosting as a service adds value to IoT startups by providing economies of scale to 

reduce their overall cost structure. 

In addition to this, cloud computing also enables better collaboration for developers, which is the order 

of the day in the IoT space. By facilitating developers to store as well as access data remotely, the cloud 

allows developers to implement projects without delay. Also, by storing data in the cloud, IoT 

companies can access a huge amount of Big Data.  This research discusses about the expanding IoT’s 

and their integration with cloud computing, for enhanced and more useful service provisioning to the 

user and efficient utilization of resources. This integration or working in coordination, termed here as 

Cloud of Things (CoT), involves some key challenges as well, which have been discussed in This 

research. More study on the impact of these issues, specially, keeping in view the type of IoT and type 

of service being provided, can be done in the future. This article explains and assesses the role of cloud 

computing in the Internet of things and its effectiveness. It also explains the the Internet of Things (IoT) 

with Cloud Computing and Machine-to-Machine (M2M) Communication. 
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1. Introduction 

Cloud computing is a quickening technology 

that permits to utilize the IT capacities 

according to the client's longing or according to 

the business needs. It can be utilized anyplace – 

at the office, house or some other occasion 

website for the explanation that the Cloud is 

accessible by a network like the Internet. It 

provides 'as a service' to IT capacities, for 

example, software applications, storage, 

network, interface, infrastructure, and so forth.  
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Internet of Things is another idea in the 

information technology world and 

communication areas. It is a cutting edge 

technology where gives each animal, for 

example, humans, creatures or items the 

capacity to send and get data using network 

communication ranging from the Internet or an 

intranet. Smart devices are accumulated in one 

group, which is called the Internet of Things.  

At an essential level, the Internet of Things 

helps on the connection between various articles 

using the Internet and their communication with 

one another to accomplish the motivation 

behind giving increasingly proficient and 

progressively intelligent experience. Similarly, 

as with any new technology, IoT appeared to be 

a befuddling idea from the outset. Also, this idea 

characterized new and unique implications, 

particularly with regards to safety and security 

models. As it were, structuring various devices 

with a capacity to have a wireless 

communication to be followed and controlled 

using the Internet or even through a solitary 

Smartphone's application portray the term: 

Internet of Things:  

Reasonable: Customers don't need to take any 

interest in their infrastructure or hardware, so 

Cloud demonstrates exceptionally efficient over 

the long haul. Also, the payment of Cloud is, 

through the 'pay as you go' technique relying 

upon the demand of the required resources, to 

the service provider. Right now, the client 

dodges pointless or additional payments and 

gives a similar amount as the business utilizes 

the resources - fewer resources and not so many 

resources but rather more money.  

Secure: If your PC or business phone is lost, at 

that point, the basic business data goes 

alongside it, and it doesn't diminish any horrible 

catastrophe. Yet, on the off chance that the data 

is stored in the Cloud like OneDrive, at that 

point client doesn't need to fear it, since it very 

well may be accessed by utilizing any device or 

machine and remotely can wipe every single 

basic datum from the lost device.  

Proficient development: The ideal limit of 

resources in the Cloud is utilized, so the cloud 

arrangements end up being useful. Cloud 

improves the effectiveness of the business as 

well as builds the proficiency of the 

representatives, in light of the fact that the 

utilization of cloud applications can be utilized 

by workers in the office as well as anyplace - 

the entirety of their sends, reports, everything, 

so with the help of the Cloud directly as a result, 

'office in a hurry' is figured it out.  

Elastic and versatile: Whether it is data 

transmission, storage or some other resource, 

everything can be enhanced and reduced 

according to the business demand in the Cloud. 
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It is obviously superior to the old methods for 

hosting where the recommended resources are 

given and whether you use them or not, you 

need to pay for everything.  

2. Distributed vs. grid computing  

Distributed computing is the technique allows 

multiple computing systems to perform the 

complex task. Distributed Computing typically 

alludes to overseeing or pooling the hundreds or 

a large number of PC frameworks which 

separately are more restricted in their memory 

and processing efficiency. Whereas grid 

computing, has some additional attributes which 

uses of a pool of heterogeneous frameworks 

with ideal workload administration using an 

undertaking's whole computational assets 

(servers, networking systems, storage, and data) 

acting together to make at least one vast pools 

of the computing resources. There is no 

impediment of clients, divisions or beginnings 

in grid computing. Grid computing is centered 

on the capacity to bolster calculation over 

different managerial areas that separates it from 

conventional distributed computing. Grid offers 

a method for utilizing the data innovation assets 

ideally inside an association including 

virtualization of processing resources. Its idea of 

support for numerous regulatory arrangements 

and security confirmation and approval systems 

empowers it to be appropriated over a 

neighborhood, metropolitan, or wide-zone 

organize. 

Fog Computing  

Fog computing, also known as fog networking 

or fogging, is a decentralized computing 

infrastructure in which data, compute, storage 

and applications are distributed in the most 

logical, efficient place between the data source 

and the cloud. Fog computing essentially 

extends cloud computing and services to the 

edge of the network, bringing the advantages 

and power of the cloud closer to where data is 

created and acted upon.  

The fog extends the cloud to be closer to the 

things that produce and act on IoT data. These 

devices, called fog nodes, can be deployed 

anywhere with a network connection. Any 

device with computing, storage, and network 

connectivity can be a fog node. Examples 

include industrial controllers, switches, routers, 

embedded servers, and video surveillance 

cameras. 

Fog and cloud computing  

In Fog computing, processing and applications 

are concentrated in devices at the network edge 

rather than transfer to cloud for processing. So 

all processing is done at smart devices in the 

network not in the cloud, In Mobile cloud 

computing the mobile devices and cloud 
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computing combine to create a new 

infrastructure and data processing and data 

storage are outside of mobile devices (at the 

cloud).  

\The goal of fogging is to improve efficiency 

and reduce the amount of data transported to the 

cloud for processing, analysis and storage. This 

is often done to improve efficiency, though it 

may also be used for security and compliance 

reasons. Popular fog computing applications 

include smart grid, smart city, smart buildings, 

vehicle networks and software-defined 

networks. 

3. Evolution of cloud computing  

At present the cloud computing is the primary 

technology is seen as the important tool for 

improving IT economics. The root of the cloud 

computing is started from 1950s when 

mainframe computers came in picture. In 

mainframe computers multiple users can access 

the centralized computer through dumb 

terminal. Mainframe computers provides large 

amount of storage apace with high processing 

power. In 1970, IBM introduced virtual 

machine, allows multiple operating systems run 

simultaneously to perform different operations. 

In virtual machine has the host operating system 

used to run multiple instances of guest operating 

system called as virtual machine instances. Each 

instances have their own infrastructure and 

memory.  

In 1990 telecom operators introduced Virtual 

Private Network (VPN) for sharing single 

physical infrastructure. The VPN is mainly used 

in data transmission through private network 

lines. This VPN uses encryption to provide 

more security than traditional internet. In 1999, 

Salesforce.com presented a concept to deliver 

enterprise application via website. Next 

important development was Amazon web 

service that allows computers on rent to the 

users to run their operations.  

Then Amazon launched Elastic Cloud (EC2) in 

2009, provides SaaS (Software as a Service). 

The main contribution to cloud computing is 

provided by Microsoft and Google. They 

introduced killer apps. Other key technologies 

that enabled cloud computing as emerging are 

Universal high speed bandwidth, software 

interoperability standards and virtualization 

hypervisors.  

Based on its use, Cloud computing performs 

different roles such as, cloud host that performs 

hosting, cloud server that acts as servers and the 

cloud storage that provides storage space. By 

using cloud computing, efficiency can be 

increased with lesser complexity. The main 

contribution of the thesis is to verify the 

availability and integrity of the cloud storage 
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and to ensure the secure data transmission with 

minimal searching time and cost. 

4. Challenges In Cloud Computing  

To ensure the security of the stored and 

transmitted data, information is more important 

in the cloud environment. The idea of the cloud 

is putting away the data from Personal 

Computers and exchanging the data in a secured 

manner in a cloud. It is very important to 

understand the security measures from the cloud 

providers. In summary, the following challenges 

must be met while ensuring security in a cloud: 

 Availability of data storage. 

 Third party unauthorized attack. 

 Encryption methods. 

 File searching and sharing. 

 Actual hardware where data is stored. 

Cloud computing is a rare type of computing 

technology that follows web-based computing. 

To limit the data management costs and time, 

cloud computing technology is being utilized. 

Here, the data will be transmitted by the data 

proprietors through cloud servers through the 

users. The security of the transmission of data 

gets influenced in cloud computing when 

various users share the brought together cloud 

servers.  

The data is encrypted by the data proprietors 

utilizing any of the encryption algorithms, and 

afterward, the data is sent to the cloud servers. 

The encrypted data is stored in the cloud servers 

from which the users will access the data with 

the help of the decryption techniques. This 

encryption algorithm contains a public key, 

private key, and key generation.  

The public key is shared with the cloud servers 

to retrieve and advance the data. Private Key is 

shared with the users, and the data will be 

unscrambled by them utilizing it. Keys, for 

example, a private key and the public key will 

be generated by this encryption algorithm. The 

data is transmitted to the cloud servers after 

encryption, where the data will be inaccessible. 

However, it can be shared with the respective 

users. The users apply explicit looking through a 

strategy to look through data from the cloud. 

There are a lot of looking through techniques 

accessible to look through data. They are: 

 Single keyword 

 Multi keyword 

 Fuzzy keyword 

 Synonym keyword 

 Boolean keyword 

5. Challenges In Storing Of Data In 

Cloud Computing Environment 

The significance of cloud computing is to store 

the data, and that data can be accessed in remote 

areas. As a result of this data storage, they are 
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making sure that the message is the most 

important challenge in cloud computing. The 

client has no control over the data, which is 

stored in the remote servers. Consequently, 

making sure about the data documents from the 

cloud is the most testing task in cloud 

computing as all the data must be stored in a 

data storage platform with no authenticity. If the 

data can be accessed by any of the outsiders it 

prompts unreliable communication.  

 Data spillage is profoundly conceivable 

in the cloud storage systems. So as to 

limit this verifier is acquainted with 

check whether data is secure or 

uncertain. By utilizing the verifier, cloud 

users have a sense of safety data storage 

from cloud providers. In any case, the 

trouble is cloud users don't feel great 

with their own data. If an outsider 

checks their data, they feel awkward in 

light of their privacy. In this manner, 

verifiers are not appropriate for the cloud 

storage system.  

 The principle point of cloud computing 

is to store the client's data with honesty 

which consumes more space. Because of 

the deficiency of room, the client's data 

isn't stored in the cloud storage system, 

which in this manner prompts 

performance debasement in cloud 

computing. Depending upon the client's 

needs, a large amount of room is 

required to store their data. So 

accessibility is another worry in cloud 

computing. These are the two significant 

necessities in cloud computing, one is 

accessibility, and another is 

trustworthiness. Subsequent to 

confirming these two necessities one can 

store the data in the cloud storage system 

and, along these lines, improve the 

performance of cloud computing. 

Without the help of verifier and outsider 

access, cloud providers need to keep up 

the respectability and accessibility in 

cloud computing.  

 One pivotal service is data storage. Even 

though numerous organizations and 

endeavors would pick to keep their data 

in their own infrastructure because of 

trust and security reasons, the use of 

cloud on data storage and sharing is 

exceptionally well known. System 

providers who are involved provide 

various types of security of system and 

records, yet they are not viewed 

continuously as enough as different 

necessities are depending on the users. 

SECaaS, Security as a Service, is a 

service model that is uncommon and 

fairly new. It is, in any case, expected to 

be frequent sooner rather than later. 
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6. Conclusion 

Internet of Things is creating a new wave in the 

field of healthcare, defense, business, aerospace 

etc. Here a short description on the internet of 

things, its components and working scenarios 

are properly described. An illustration of the 

working is explained in the context of 

automation of home appliances. It can be 

extended to any application to any scenario. The 

Internet of Things is on a developing stage and a 

small attempt is made to implement the concept 

using this application.  

In Fog computing, services can be hosted at end 

devices such as set-top-boxes or access points. 

The infrastructure of this new distributed 

computing allows applications to run as close as 

possible to sensed actionable and massive data, 

coming out of people, processes and thing. Such 

Fog computing concept, actually a Cloud 

computing close to the „ground‟, creates 

automated response that drives the value. Both 

Cloud and Fog provide data, computation, 

storage and application services to end-users. 

However, Fog can be distinguished from Cloud 

by its proximity to end-users, the dense 

geographical distribution and its support for 

mobility. This research provides literature 

review on Fog Computing Techniques.  

Internet of Things continues to prove its 

important position in IT and communications 

and further development in the community. 

While the basic concepts and foundations are 

carefully described and reached maturity, 

greater efforts are needed to unleash its full 

potential and consolidate and federate systems 

and actors in the use of its facilities in various 

fields.  

The benefits and challenges are going hand in 

hand with this new innovative technology 

however to better serve the community all the 

challenges are to be addressed.  Internet of 

Things depends on Internet, sensors technology 

which makes the communication possible 

among devices by implementing different 

protocols. After doing the literature survey some 

major issues are observed, like the interrupted 

connectivity among devices effecting the 

communication. Also there is compatibility 

issue in devices. Security of devices during 

communication process and security of 

communication channel or link is also a major 

issue. Lots of work is to be done for the 

betterment and progress of this field; still there 

is more work to do, more standardization of 

technology, protocols and hardware are required 

to make completely reliable and secure domain 

of Internet of Thing. Some global guidelines 

should be used for this purpose.  

Some of the data being generated by a specific 

IoT may require special type of storage and 
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momentarily, the data may not be required. In 

that scenario, that either the device must be 

stopped from generating data or gateway device 

must device when it is required to stop 

uploading the data and not to consume resources 

of the network and cloud for that while. It will 

also help in efficient utilization of power.  
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