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ABSTRACT

Ourresearchintroducesanovel andeffectiveapproach tocombatAndroidmalware, apersisten tthreatint
hemobiled evicelands cape.Leveraging GeneticAlgorithms, weemployasmarts election process
topic koutthemostcrucialfeaturesfordistinguishingbetweenbenignand malicious applications. This,
coupled with machine learning models, greatly enhances theaccuracy and robustness of our
malware detection system, making it adept at identifying notonly known threats but also emerging
ones. Our findings suggest that this approach has thepotential to significantly bolster Android
device security by providing a proactive
defensemechanismagainsttheevolvingtacticsofmaliciousactors,thusensuringsaferandmoresecuremo
bile experiencesforusers.

1.INTRODUCTION

Android Apps are freely available on Google Playstore, the official Android app store as well as
third- party app stores for users to download. Due to its open source nature and popularity, malware
writers are increasingly focusing on developing malicious applications for Android operating system
[1]. In spite of various attempts by Google Playstore to protect against malicious apps, they still find
their way to mass market and cause harm to users by misusing personal information related to their
phone book, mail accounts, GPS location information and others for misuse by third parties or else
take control of the phones remotely. Therefore, there is need to perform malware analysis or reverse-
engineering of such malicious applications which pose serious threat to Android platforms. Broadly
speaking, Android Malware analysis is of two types: Static Analysis and Dynamic Analysis. Static
analysis basically involves analyzing the code structure without executing it while dynamic analysis
is examination of the runtime behavior of Android Apps in constrained environment [2]. Given in to
the ever-increasing variants of Android Malware posing zero-day threats, an efficient mechanism for
detection of Android malwares is required. In contrast to signature-based approach which requires
regular update of signature database [3].

2.LITERATURE SURVEY

Android malware detection is a significant area of research, and machine learning techniques have
been widely used to address this issue. The most popular machine learning algorithms used for
Android malware detection are Support Vector Machines (SVM), Naive Bayes (NB), Random Forest
(RF), and Decision Trees (DT).One of the challenges in Android malware detection is the dynamic
nature of malware, which can easily evade detection by traditional signature-based approaches. To
address this, researchers have proposed various machine learning-based approaches that can detect
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malware based on its behaviour, permissions, and other features.One such approach is the use of API
calls and permissions to detect malware. API calls are used by malware to communicate with its
command and control servers, and permissions are used to access sensitive data and perform
malicious actions. By analysing the API calls and permissions used by an app, machine learning
algorithms can detect malware with high accuracy.Another approach is the use of contextual
information, such as the app's category, developer, and user reviews, to detect malware. This
approach can help detect malware that may not be detected by traditional signature-based
approaches.Researchers have also proposed various machine learning algorithms, such as Random
Forest, Logistic Regression, SVM, K-NN, and Decision Trees, to detect Android malware. These
algorithms have been trained on various features, such as API calls, permissions, and contextual
information, to detect malware with high accuracy.The experiments have shown that the proposed
models can detect Android malware with high accuracy, outperforming state-of-the-art models. The
results also show that the use of contextual information can improve the detection accuracy of
machine learning algorithms.Overall, machine learning techniques have shown great promise in
detecting Android malware, and researchers continue to explore new approaches and techniques to
improve the detection accuracy and efficiency.

3. PROBLEM STATEMENT

Android Apps are freely available on Google Playstore, the official Android app store as well as
third-party app stores for users to download. Due to its open source nature and popularity, malware
writers are increasingly focusing on developing malicious applications for Android operating system.
In spite of various attempts by Google Playstore to protect against malicious apps, they still find their
way to mass market and cause harm to users by misusing personal information related to their phone
book, mail accounts, GPS location information and others for misuse by third parties or else take
control of the phones remotely. Therefore, there is need to perform malware analysis or reverse-
engineering of such malicious applications which pose serious threat to Android platforms. Broadly
speaking, Android Malware analysis is of two types: Static Analysis and Dynamic Analysis. Static
analysis basically involves analyzing the code structure without executing it while dynamic analysis
is examination of the runtime behavior of Android Apps in constrained environment [4]. Given in to
the ever-increasing variants of Android Malware posing zero-day threats, an efficient mechanism for
detection of Android malwares is required. In contrast to signature-based approach which requires
regular update of signature database.

4. PROPOSED SYSTEM

. Two set of Android Apps or APKs: Malware/Goodware are reverse engineered to extract
features such as permissions and count of App Components such as Activity, Services, Content
Providers, etc. These features are used as featurevector with class labels as Malware and Goodware
represented by 0 and 1 respectively in CSV format [5].

. To reduce dimensionality of feature-set, the CSV is fed to Genetic Algorithm to select the
most optimized set of features. The optimized set of features obtained is used for training two
machine learning classifiers: Support Vector Machine and Neural Network.

. In the proposed methodology, static features are obtained from AndroidManifest.xml which
contains all the important information needed by any Android platform about the Apps. Androguard
tool has been used for disassembling of the APKs and getting the static features.

4.1 Advantages of proposed system:

Security

Proposed a novel and efficient algorithm for feature selection to improve overall detection accuracy.
Machine-learning based approach in combination with static and dynamic analysis can be used to
detect new variants of Android Malware posing zero-day threats.
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5. SYSTEM ARCHITECTURE
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6. IMPLEMENTATION

Resource Intensiveness: The resource requirements for maintaining a permissioned blockchain, such
as Hyperledger Fabric, can be substantial. This could pose a limitation for organizations with limited
computational resources, potentially hindering the widespread adoption of BBS, especially in
resource- constrained environments.

Learning Curve and Implementation Complexity: Implementing and managing a Hyperledger
Fabric- based system like BBS may involve a steep learning curve for administrators and users
unfamiliar with blockchain technology. The complexity of configuring and maintaining the system
could be a limiting factor, potentially slowing down the adoption process.

Dependency on Hyperledger Fabric: BBS's reliance on Hyperledger Fabric as the underlying
blockchain framework introduces a dependency on the development and maintenance of the
Hyperledger ecosystem. Changes or vulnerabilities in Hyperledger Fabric could directly impact the
functionality and security of BBS, making it susceptible to external factors beyond its immediate
control.

Limited Interoperability: Interoperability with other existing systems and non-blockchain databases
might be a challenge. BBS may face limitations in seamlessly integrating with diverse data storage
and management solutions commonly used in various organizations, potentially restricting its
applicability in heterogeneous computing environments.
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8. CONCLUSION

As the number of threats posed to Android platforms is increasing day to day, spreading mainly through
malicious applications or malwares, therefore it is very important to design a framework which can
detect such malwares with accurate results. Where signature-based approach fails to detect new variants
of malware posing zero-day threats, machine learning based approaches are being used. The proposed
methodology attempts to make use of evolutionary Genetic Algorithm to get most optimized feature
subset which can be used to train machine learning algorithms in most efficient way.

9. FUTURE SCOPE

From experimentations, it can be seen that a decent classification accuracy of more than 94% is
maintained using Support Vector Machine and Neural Network classifiers while working on lower
dimension feature-set, thereby reducing the training complexity of the classifiers Further work can be
enhanced using larger datasets for improved results and analyzing the effect on other machine learning
algorithms when used in conjunction with Genetic Algorithm.
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