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ABSTRACT: As a result of developments in social media technology, the practice of sharing photographs
via online social networks has become increasingly common. However, an antagonistic observer may be
able to extrapolate private and sensitive information about the people pictured due to the wealth of precise
information collected in a snapshot. Recent years have seen a lot of talk about how to fix the privacy leakage
problem that comes with uploading photos online. It is crucial for the person responsible for releasing a
photo that involves numerous people to consider the privacy concerns of everyone in the photo. This
research introduces a revolutionary method for exchanging photographs that are jointly owned in a
trustworthy and confidential manner. The core idea is to disguise the original photo so that identifying
details about those who would be seriously compromised if the image were made public are removed. Users'
perceptions of the recipient's reliability greatly influence the degree to which their privacy is compromised.
Users' trust in the article's veracity is severely harmed when their privacy is invaded. The publisher sets the
minimum quality level required to anonymize an image. In this proposal, we advocate for the publisher to
use a greedy strategy when adjusting the threshold. The goal is to strike a balance between keeping data
private through anonymization and making it available to as many people as possible. The simulation
findings show that the trust-based photo sharing method effectively reduces privacy leaks. The proposed
threshold-adjustment approach may also be useful in this regard for users.

Index Terms—Saocial trust, anonymization, privacy preserving, photo sharing, online social networks.

1. INTRODUCTION
We can't imagine modern life without the
ubiquitous presence of social networking sites,
which enable users to easily share and create
content with one another. People that use social
networking sites generate huge reams of data in
the form of posts, comments, and other forms of
user-generated material. The vitality and
popularity of social media networks depend

invasion of privacy due to information exchange
are perennial topics of conversation. Digital photo
sharing is highly valuable in the context of
information transmission via social media.
Instagram, Flicker, and Pinterest are just a few of
the most popular social networking sites that were
designed with photo sharing in mind. There is a
potential risk to individuals' anonymity because
photographs can convey information more

heavily on user-generated content. However, keep
in mind that user-generated content frequently
includes the creator's private and/or sensitive
information, which may put the creator in danger
if the content were disseminated without their
permission. In the field of social media studies,
discussions about how to allay users' fears about
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precisely than data offered in textual form.
Furthermore, a malicious observer can deduce
private information from the context of a
photograph. When compared to word processing,
image processing techniques, such as blurring,
offer a significant improvement in the concealing
of sensitive information. The security of less-
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critical data is not compromised to accomplish

this benefit. The purpose of this research is to
analyze how publishing photos on OSNs
influences users' personal information security.
Currently in effect privacy laws regulate existing
online social networks (OSNs). The principal
focus of the 197 International Journal for Modern
Trends in Science and Technology is on how
service providers exploit their customers' personal
data and the options customers have for limiting
the spread of that data. Members of most OSNs
have granular control over how much information
about them is shared with others. It is normal
practice for a user's affiliations and relationships
with other users to determine which users are
permitted access to a shared photo. Keep in mind
that the user's uploaded photo may be of interest
to other users. If one person controls the
distribution of these photographs, it could
compromise the privacy of others who are
connected to that person.

2. RELATED WORK
Using privacy-protecting software is a prime
example of privacy computing. There has been a
lot of discussion about the privacy risks of
uploading photos online. The evaluation of
privacy risks and sharing losses has been done
taking into account the trade-off between
information sharing and privacy protection. The
shift from a photo-based level of access restriction
to a more nuanced face-based level can help
alleviate privacy concerns. Vishwamitra improved
Ilia's method so that it could recognize a wider
variety of features besides only faces. A
distributed  consensus-driven technique was
implemented, and an algorithm for identifying
people in photos was developed, all with the goal
of improving operational efficiency. There are
also studies that focus on privacy concerns related
to personal details and face characteristics when it
comes to online photo sharing. The results of
these investigations can be easily incorporated
into our current model. Users face difficulties
when implementing privacy conflict solutions
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owing to the need to create unique privacy

policies for each photo. Our studies aim to address
this problem by enforcing privacy safeguards at
the scenario level, rather than the photo or face
level. Even though there has been a lot of study on
how to protect the privacy of bystanders, these
people are mostly preoccupied with the act of
taking images. The same problem, but this time
seen through a new perspective. The notion of
offlinetags was developed from the use of
wearable tags, which allowed for the
incorporation of user preferences while sharing
images. Users face difficulties whenever and
wherever they choose to use Offlinetags. To solve
this problem, photographers use their subjects’
relative distance from the camera to determine
who they are. Despite a lot of research, using
facial recognition for managing shared photos
effectively remains a challenge. The vast majority
of them are inappropriate in extremely large-scale
situations. People who showed a tendency to
repeatedly show up at the same spot were isolated
using this data. In the context of location-based
services, however, this approach poses risks to the
protection of users' personal information

TABLE |
FACTORS ON WHETHER TO SHARE PHOTO
Factors | China USA Total
Temporal Factor
Weekdays §:00-18:00 | 84(24.8%) 18(12.2%) 102(20.9%)
Weekdays 18:00-8:00 [ 142(41.9%)  44(29.7%) 186(38.2%)
Weekends | 210(61.9%)  122(82.4%) | 33268.2%)
Holidays | 207(61.1%)  116(784%) | 323(663%)
Spatial Factor

Daily outdoor sctivity | T1533.9%)  13(8.8%) 128(26.3%)

Restauramt | 72212%)  24(162%) | 96(19.7%)
Private gathering(e.g. party) | 237(699%) 113(76.4%) | 350(71.9%)
Worship | 76(22.4%)  79(53.4%) 155(31.8%)
Bar or nightclub | 95(280%)  B4(56.8%) 17%36.8%)

Gym | 60(17.7%)  24(16.2%) | R4(17.2%)

Public transit | 54(159%)  22(14.9%) | 76(15.6%)
Workplace | 15%46.9%)  83(56.1%) [ 242(49.7%)
Hospital | 11935.1%)  119(804%) | 238(48.9%)

Public gathering(c.g. movie) | 38(17.1%) 33(22.3%) | 9K(I8.7%)

Other | 15(4.4%) 7(22.3%) 245%)
Total # of Responses | 339(100%)  148(100%) | 487(100%)

data on connections between people to boost the
accuracy of face matching. However, dealing with
onlookers with this tactic can be challenging.
When trying to narrow down a large face database
to a manageable number of candidate
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photographs, a deep feature-based approach can

make it difficult to know how many photos to
include.

3. PRIVACY-PRESERVING PHOTO

SHARING

The three possible user roles for HideMe are
outlined in the system overview. In popular
parlance, a "photo-uploader” is someone who
regularly participates in this online activity. As an
example, Alice shares images on many social
networking sites. One who creates privacy
regulations for themselves out of a desire for
secrecy. Example: Bob can set his privacy settings
so that only his friends can see his photos, as long
as Alice also lists him as a friend in her photo
sharing profile. In the case of Alice, an image-
uploading user, Alice has the freedom to establish
her own privacy guidelines. A picture viewer is a
registered user of an online social network (OSN)
that allows for the viewing of photos that have
been uploaded, shared, and discussed by other
users of the network. To give an example, Dave,
who acts as a photo reader, says he would like to
look at an image that Alice has given him. Keep in
mind that Dave is friendly with Bob but not with
Alice. According to company policy, Bob does
not want Dave to be able to recognize his face in
the uploaded photo. The HideMe program would
obscure Bob's features before showing them to
Dave, protecting his privacy.
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According to Section 111-B, our HideMe software
can automatically execute the policies of policy-
generators, making it unnecessary for users to do
any extra steps before uploading photographs.
Friends and onlookers of the user will both have
their privacy needs met by this feature. The
development of computer-based systems includes
conceptualization, design, and actualization.
Analysis, design, programming, testing, and
maintenance are all part of the process. The
HideMe website is divided into three sections:
adding pictures, creating rules, and checking out
the pictures. This phenomena is depicted in Figure
1. In order to compute the aforementioned
characteristics, HideMe must first collect
metadata from the image, then organize the face
data, and then analyze the data. HideMe Kkicks
things off by parsing the EXIF metadata from the
image file, which contains information like the
time and date of capture, the camera’s location in
latitude and longitude, the focal length in 35mm
terms, and the digital zoom ratio. When a face is
identified in a picture, its location and size at that
location are recorded. To meet the needs of many
customers, a face matching module has been
created that makes use of individuals' unique
facial characteristics. Dates, times, locations, and
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coordinates are all examples of data that can be

used directly as variables. Other factors, however,
such as photographic distance and points of
interest (Pols), require assessment. In theory, the
distance information might be used to pin down
the precise locations of people in the area. Each
member of the group represented in the
photograph has the option of hiding their identity
or showing their face. However, it may be
difficult and time-consuming to create regulations
for each unique shot. Instead of setting rules for
each individual photograph, HideMe creates a
hypothetical circumstance for each policy
generator, allowing them to make an educated
judgment regarding the choice to obscure or
disclose their facial features. Input a photo, and
HideMe will precisely recognize and extract facial
features. When a photo is uploaded to an online
social network (OSN), the system first extracts the
matching user identifying information and then
links the identified people to the photo's context.
This method allows policy generators to avoid
having to manually define rules for each image.
When a user requests a photo, the HideMe system
applies rules to all of the faces within the image.
HideMe first calculates the interpersonal factors
existing between the photo-viewer and each
policy-generator when a new user makes a request
to the policy-generators. It all depends on the
specifics of the situation.

Photo Regues
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Fig. 2. Information flows for scenario-based
access control model

In the following section, we will see how the
control selects and applies the appropriate policy
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authorizations based on the user's input. As can be

seen in Figure 2, the Hide Me system combines
multiple facial photos into a single presentation.

4. PERFORMANCE EVALUATIONS
The data collection associated with sharing
images on OSNs. HideMe has been tested on an
operating system network (OSN) that is quite
similar to a real OS network (Figure 3(a)). The
data used in this research came from the Stanford
SNAP11 dataset, which was collected primarily
from Facebook. A simple social network was
constructed using the dataset's 4,039 nodes and
88,227 edges. Twenty people (here denoted by red
nodes) and their friends (here denoted by blue
nodes) all used their iPhones to rapidly snap a
total of two thousand pictures. The white-colored
nodes represent people who are known by the
acquaintances of acquaintances. The obtained
user's photo sharing dataset is created by merging
pseudonyms and facial data. A set of features used
for filtering faces. In the Facial-attribute
Classifier, the ABCNN network is trained using
the CelebA dataset. There are a total of 202,599
photos in the dataset, with an average of 20 photos
per celebrity out of a total of 10,177 people.
Seventy percent of the photos in the CelebA
dataset are used for instructional functions, twenty
percent for checking for accuracy, and ten percent
for actual use. Each image in the CelebA dataset
has been annotated with binary labels for one of
forty different face attributes. From a list of 40
possible qualities, 16 were selected for further
investigation as potential filtering attributes.
We've zeroed in on these particular characteristics
since they show relatively minimal variance
between people. Each of the possible facial
features shown in Figure 3(b) is tested for its
ability to correctly categorize images of faces.
There is an average accuracy of 88.53 percent
across these 16 characteristics. We narrowed the
available face characteristics down to 16,
ultimately settling on "Male,” "Young,"
"Eyeglasses,” and "Bald."
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Fig. 3. Dataset (a): our photo-sharing OSN (500
Nodes in this research represent filtering criteria
for facial images from the CelebA dataset. We
choose these features because they consistently
and reliably identify the same characteristics in
the same subject. Male, Young, Eyeglasses
Wearing, and Baldness have respective accuracy
rates of 94.37%, 85.04%, 98.31%, and 98.34% in
terms of categorization.

A. Evaluations of HideMe

1) A Thinkpad T430u laptop with 16GB of RAM
and an Intel Core i7-3517U processor is sufficient
to run the HideMe application and is within the
budget. Time spent uploading and viewing photos
is analyzed to learn how well HideMe serves its
consumers. The process of delivering images to a
computer system or mobile device. One hundred
photographs shot by our volunteers were
randomly selected and processed using the
HideMe program. The average time for this
operation is 7.5824 ms per image, and that's
without using facial recognition software.
HideMe's time to complete the procedure is
greater than the 2.3ms demonstrated by the
Face/Off app since it must extract and determine
photo variables. It takes 7.4763 ms to extract the
data, and just 0.0035 ms to calculate the distance
between two images. Viewing visual media in
detail. The worst-case scenarios are utilized to
calculate the overhead for a dataset of 100
randomly visited photos in which some faces are
obscured. Figure 4 demonstrates that 73 ms are
needed to add the blur function while the image is
being viewed. However, we can shave off 52 ms
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by implementing the blur function sooner.
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Fig. 5. Assessing the efficacy of policies The
alternative policy generating method is more
effective, but it requires more space because it
keeps the picture block linked to each hidden face.
When there are many people in a picture, this
image block is much bigger than the
accompanying metadata or tag. The percentage of
photographs that are preserved is known as the
photo preservation rate. The ability to grow or
expand. In this research, we examine how adding
more users and new rules would affect the
system's scalability. The test photos come from a
different batch of 100 pictures, each of which has
three people in it and at least five facial landmarks
connected with it. Figure 4 shows that for every
additional policy, there is a corresponding
slowdown of about 0.008 milliseconds. There is
one key difference Participants were asked to
assign policies to a collection of 100 photographs
using either the Face/Off or HideMe techniques,
and the results were compared to determine how
successful HideMe is. Compared to Face/Off, the
results indicate that HideMe performs Dbetter.
There was a strong correlation between the size of
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the policy and the variety of hypothetical

situations that were analyzed. Three typical
volunteers have contributed their photos to Figure
5(a), which shows how 1, 3, and 5 shots have been
distributed throughout the three different
scenarios. HideMe has much higher photo
preservation rates for shared images since it places
less restrictions on users than its rivals. Figure
5(b) shows the scenario generation process, which
suggests that abstracting tactics may improve
photo preservation success rates.

B.Facial-attribute-based Face Matching How
efficient face-filtering techniques are. The
effectiveness of the approach is evaluated by
applying face filtering to photos of 1,000
randomly selected people from the CelebA
dataset. About 2,071 persons fall under the face-
matching threshold. This is a relatively small
percentage of the total population (only 20% out
of 10,177). In addition, 95% of the selected 1,000
face photographs have potential matches on the
list. It instituted face screening. The effectiveness
of face filtering was evaluated by separating the
faces into two groups. This first section, "group
all," consists entirely of headshots. The next step
is to give the group a name that reflects the
relative importance of the selected physical
characteristics. So, a picture of a face that has the
attributes Male=-1, Young=-1, Eyeglasses=-1, and
Bald=-1 will be assigned the 'person id' of '-111-
1'. Each of the four facial traits used for face
filtering is assigned a binary value, therefore the
second section consists of 16 subcategories. Next,
we'll discuss some approaches for streamlining the
process of combining face filtering with face
matching. Our goal here is to compare the
efficiency of face filtering to that of searching the
entire database in an effort to determine whether
method is superior. To test the efficacy of face
matching, we increase the size of the database and
employ face filtering. A face-matching algorithm
was applied to images of the faces of 100
randomly selected persons from the CelebA
dataset. Table 2 displays the results, which show
that using face screening yields better results than
using face matching on the entire database. Face
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filtering-based face matching is also superior than

traditional face matching across the board as the
database size increases.

The efficacy of face-based matchmaking. In this
study, we evaluate the state-of-the-art face
recognition system against the proposed face
matching system based on facial attributes.
TABLE 2 SCALABILITY EVALUATION OF
FACE FILTERING

- The number of persons in e dafabase

000 2000 4000 8000 10000
gopal 33T 203 96K 1K 44N
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TABLE.3 THE ACCURACY COMPARISON:
FACIAL-ATTRIBUTE-BASED FACE
MATCHING V.S. TENCENT BESTIMAGE
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Method

Face matching in Tencent Best Image is
performed using kNN-approximated deep
features. Tencent's Best Image k = 5 facial
recognition technology was used in this study. We
randomly select 150 individuals from the CelebA
dataset and compare their facial images to those in
two databases containing, respectively, 4,000 and
10,000 individuals from the dataset. The 150
participants in the study can be found in these two
databases. According to Table 3, the proposed
facial attribute-based face matching approach
outperforms Tencent Best Image by a wide
margin, with just a minor decrease in accuracy.
Keep in mind that if the database size grows, as it
would in real-world apps like Facebook, halving
the running time will be quite beneficial.

5. CONCLUSIONS
We have developed, released, and thoroughly
tested HideMe, a privacy-preserving framework
for online photo sharing within social networks.
HideMe users provide crucial data through photo
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uploads. The solution provides linked friends with

a one-time configuration based on a scenario-
based access control paradigm, as opposed to
developing many policies for each individual
photograph. HideMe's customizable privacy
settings and masking features make it a safe space
for users to share images of themselves. To further
find and safeguard the privacy of surrounding
individuals, a distance-based algorithm was
devised. HideMe's facial recognition technology is
unparalleled in its ability to conceal users'
identities while simultaneously minimizing the
system's resource consumption. The results of the
evaluation indicate that the initiative was
successful.
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