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ABSTRACT:

The impacts of social media on empathy have been found to be contradictory. The prevalence of social
media has led to an increase in cyberbullying. Because of the permanent nature of online recordings,
cyberbullying is even more dangerous than traditional forms of bullying. In this dissertation, we outline a
three-part Bully Net strategy for permanently blocking online bullies from using Twitter. We exploit
bullying by enabling users to interact via a secure, encrypted, and digitally signed network. For
cyberbullying, Bully Net scans every tweet. Instances of cyberbullying via Twitter increase. The Twitter
environment is taken into account. Our centrality metric performs better than others in a secure network
designed to stop cyberbullying. Over 5.6 million tweets were used to evaluate our algorithms. We evaluated
the accuracy and readiness for wider usage of the Bully Net algorithm, which identifies cyberbullies in

tweets.
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1. INTRODUCTION

Meeting new people and forming deep
connections is now easier than ever thanks to the
widespread availability of the internet. The last
decade has seen a meteoric rise in the popularity
of many social media platforms. Social media
platforms like MySpace, Facebook, Twitter,
Flickr, and Instagram have made it easier than
ever to connect with others and share content
online. Several academic disciplines have
benefited from social media platforms. These
include recommender systems, link predictions,
data visualization, and social network analysis.
MOTIVATION

Though it has facilitated communication and
shared knowledge, the rise of social media has
also  provided fresh  opportunities  for
cyberbullying. Repetitive online harassment,
abuse, or threats are what the Cyberbullying
Research Center (CRC) calls cyberbullying. When
compared to traditional bullying methods,
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cyberbullying is more pervasive and challenging
to eradicate. The CRC showed that in 2007,
18.8% of young people were cyberbullied,
whereas by 2016, that number had risen to 33.8%.
Victims of cyberbullying often report being
devastated by the abuse they endure.
Cyberbullying is regulated by the laws of each
country. Virtually every state in the USA has
some sort of legislation against cyberbullying.
Cyberbullying is illegal in the majority of states
[9]. The Charter on Education for Democratic
Citizenship and Human Rights Education has
been signed by all 47 countries that are part of the
Council of Europe. Students should not give in to
verbal or online threats or intimidation
(cyberbullying).

The only way to identify cyberbullying on social
media is to be aware of its potential for
replication. Graphs of social networks with their
characteristic nodes and edges are common visual
representations. The weights of the edges in a
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signed network can be either -1 or 1, making it a

graph.

Figure: An example of a signed network.

CHALLENGES & CONCERNS

Concerns about cyberbullies being identified
through mining of social media networks are
growing. In social media, messages are often
abbreviated, slang is commonly used, and images
and videos are frequently included. Tweets are
limited to 140 characters, but you can use slang,
emoticons, and gifs. This makes the tone of the
message difficult to interpret. Harassment of
others can be concealed by using sarcasm or other
forms of passive-aggression. Cyberbullies are
hard to recognize because of the size, complexity,
and constant change of the most popular social
media sites. Every day, millions of tweets are sent
and received between Twitter users. In
investigations of community discovery, node
classification, and link prediction, researchers
have looked for potentially harmful individuals in
unregistered networks with high edge weights.
However, there is a shortage of tried and true
techniques in the study of social networks.

This project investigates cyberbullying on the web
and proposes a method for rapidly identifying
those responsible by means of the social
networking site Twitter. Three solutions come to
mind. Both the content and the origin of each
tweet must be taken into account. When two or
more people tweet about the same subject, it is
called a discussion. The conversational graph for
each exchange is formatted in the same way that
tweets are formatted, including the usage of tone
and insults. Afterwards, we join all the discussion
graphs together and award a bullying score to
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every possible pairing of users (B). The absence

of negative links can make it difficult to draw any
meaningful conclusions from the available
positive ones [33]. Then, we propose leveraging
attitude and merit centrality to identify bullies in
signed network B. (A&M).

2. REVIEW OF LITERATURE
CYBERBULLYING DETECTION
The effectiveness of SNs in  spotting
cyberbullying has rarely been subjected to
research. The best places to discover SN trolls are
references [6] and [17]. In place of Page Rank,
Wau et al. [17] developed a node ranking approach
for  spotting trolls. To identify these
troublemakers, Kumar et al. [6] developed an
iterative method based on the reduction of
background noise and the use of several different
measures of centrality. In contrast, the authors
here work backwards from an established SN.
Several studies have looked into how to spot
cyberbullying throughout the previous decade.
Conduct a search for cyberbullying-related
content [18-21] or the cyberbully [22-25]. In order
to identify harassing posts, it is necessary to first
collect user data and analyze textual content. A
text-based EBoW model was developed by Zhao
et al. [18] to help detect cyberbullies. Subtle
references to bullying strategies are buried in the
terminology of this framework.
As a result, Xu et al. [21] focused on the tone
rather than the content of communications to
gauge their effectiveness. By combining
sociotextual and contextual data, Singh et al. [19]
developed a probabilistic method for identifying
instances of cyberbullying. This merger brings
together social features from a 1.5 ego network
with textual data like swear word frequency and
part-of-speech tags. Cyberbullying in both written
and visual forms was studied by Hosseinmardi et
al. [20]. Text and images from media conferences
that included commentary were scoured. These
features were distributed to numerous classifiers.
Multimodal  cyberbullying  detection  was
developed by Cheng et al. [25]. For their
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cyberbullying framework, Kao et al. [26] studied

social role detection. Peer pressure, session replay,
and verbal and textual communication are all
employed. Planned by Cheng et al. [27, 28] is the
detection of cyberbullying. The second method
was to track down the online bullies. MySpace
user, textual, and network data were used to
construct a graph by Squicciarini et al. [22]. The
network's ability to classify nodes allowed for the
detection and forecasting of cyberbullying
incidents.

In [23], Galan-Garca et al. [24] used supervised
machine learning to track down Twitter
cyberbullies. Earlier this year, Chatzakou et al.
[24] analyzed violent and abusive tweets from the
social media platform. In order to track out
cyberbullies and cyberaggressors, they analyzed
user, text, and network data. The aforementioned
techniques only consider how harmful the
message was, not why. As a result, they focus
more on the words than the meaning. Finally, the
communication setting between the sender and the
recipient is analyzed. Uncontrolled factors may
impair the ability to identify cyberbullying.

3. BACKGROUND WORK

SENTIMENT ANALYSIS

When determining the sentiment of a message,
sentiment analysis (SA) takes into account the
user's feelings toward the target and the message's
overall emotional tone. A sentence can be deemed
positive, negative, or neutral depending on the
findings. One's attitude and sentiment reveal their
true feelings. Plutchik identifies eight basic
feelings, including joy, sadness, anger, fear, trust,
disgust, surprise, and anticipation [46].

To determine an overall tone, SA clustering
extrapolates the speaker's mindset from the
message. The level of detail in natural language
processing tasks has been investigated.
Documents, sentences, and phrases were
categorized [58, 43, 24-30, 61-1]. The literature
review by Medhat et al. is satisfactory. The
authors discuss cutting-edge ideas, strategies, and

Page | 153

ISSN: 2278-4632
Vol-13, Issue-01, No.01, January 2023
programs [39]. There are two approaches to

consider.

Before all else, SA is considered a written form of
communication. Language-based features and ML
do this. Therefore, ML is determined by ML
methods. Message sentiment is evaluated using
linear, decision tree, and naive bayes classifiers.
Word polarity scores are used by lexical
approaches to generate text scores. To ascertain
which emotions are more positive or negative,
lexicon-based methods consult dictionaries or
employ statistical or semantic analysis.

COSINE SIMILARITY

To determine the degree of cosine similarity (CS)
between two vectors, one measures the angle
between them in an inner product space [21]. Text
similarity is revealed by using a correlation matrix
to compare term vectors from two sets of text. The
range of cosine similarity is positive, from 0 to 1.
Specifically, it's a tool for analyzing the degree to
which two publications are alike. Technology like
data mining and similarity analysis rely on it.
Vulgar and unpleasant tweets are indicators of
cyberbullying, making Twitter a prime target.
Common insults were culled from Twitter and
other social media. These words are the "seeds of
offense.” Each tweet is compared to a list of
possibly negative or emotionally charged words
and phrases using cosine similarity. Rating. The
size of the vector represents how often that tweet
or incendiary seed was used.

CENTRALITY MEASURES

Important nodes and their connections can be
discovered with the aid of centrality. In a signed
network (SN) and graph G =, a node's degree of
centrality is given by the function F: V R, which
assigns a value to each vertex in the graph based
on the degree to which it influences the other
vertices (V, E, W). The weight of a node in the
network is based on its position and score. It could
be essential to the functioning of a community's
infrastructure or social system. PageRank, HITS,
PageTrust, Bias, and Deserve are all examples of
centrality metrics in social networks (BAD).
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4, BULLYNET ALGORITHM
A. Algorithm  1—Conversation  Graph
Generation

Algorithm 1 Conversation Graph Generation

Input: Set of tweets, T = {1, ..., 1}
Output: Conversation graphs G, = {g.,.... &, ]

1) Sort all tweets in T' in reverse-chronological order based
on date of creation.
2) For each tweet 1; in T, where | <i < [T|:
a) If ¢; does not belong to a conversation, then create
a new conversation ¢ € C and associate f; with c.

b) If there is a tweet 1" € {1, tis1,..., 1|} where
DID(r;) = SID(t') then associate 1" with all 1;’s
conversations.

3) For each conversation ¢; € C:
a) Construct a conversation graph g, € G, where
users are represented as nodes and tweets as edges.
b) For each edge ¢ = (u,v) in g:
i) Compute the sentiment of the tweet (SA).
ii) Compute the cosine similarity (CS) of the tweet
with bullying bag of words (CS).

iii) Calculate the bullying indicator /, (weight) of

the edge as follows:
liy=p*SA+y*xCS§
4) Return G,

B. Algorithm 2—Bullying SN Generation
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Algorithm 2 Bullying SN Generation
Input: Set of conversation graphs, G,
QOutput: Bullying Signed Network 5

1) For each conversation graph g, in G.:

a) For cach set of edges with the same order, sorted
ascendingly, compute the bullying score of source
node u toward target node v for each edge ¢ =
(u,v) as follows:

Suu - lnu t (l( uy Sv n)
and then determine the average score of node u for
the same set of edges.

b) Compute the overall bullying score § of each node
in g as follows:

i) If the node is the root node, then: § =

Ys
142.2(n=1)

i1) Otherwise: § = b

7 2o )

2) Construct the bullying SN graph B by merging all the
conversation graphs together.

3) Return B.

C. Algorithm 3—Bully Finding

Algurithm 3 BFA

Inpat: Bulving Siamed Netwrek G, = (1, £, W)

Outp: Lis: of belies and its ttinde sooee L = [y, ),y 55L.... gy B )|
| ialze W'(e} = -1 i Ay} =L Yo eV,

2} Set teraton inde 1 = |
) Forexhos) A 14T
_t."irj‘zs-f‘jV_A (i NA"™ o) where lin)| st mumber o incomin edges o e 30t ¢
b) Foreachu € I compute atitude soore
Ao} = 5 0y X ) e out() i the e of outgong edges from the ode

M) 2 M7 ) o A} 247')

3 Incease the iieraton index 1 = + |

b Repeat siep 2a & b for 2ach deraion
4) P cact 0 € V add the node and ifs oomesponding attude sooee vae greser hen 0 o thefst L
5) Retmm L

3 L“'lirrrcmlmm:‘..:.

5. EXPERIMENTAL EVALUATION
DATASET
One percent of tweets are retrieved using Twitter's
free Streaming API in this article. For a period of
six months, the API provides access to 5.6 million
tweets' worth of text, metadata (creation time,
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source 1D, destination ID, reply/retweet, etc.), and

poster information (such as the username,
followers, and friends). Then, we parse Twitter
JSON for user data, tweet content, reply users,
mentions, and network metadata like sender and
receiver 1Ds.

IMPLEMENTATION AND SETUP
Respondents  were  compensated  through
Amazon's Mechanical Turk service (mturk). Ten
conversations were recorded for each of the 2700
questionnaires. Each poll was shown to three
employees, who were then asked to rate the
validity of the statements made in the threaded
conversations about the bullying (strongly
positive, likely positive, likely negative and
strongly negative). The initial algorithm was
applied to 27,000 tweets by the researchers. Using
MTurk, requesters can create and release HITs
simultaneously. When using several HITs, this is a
time saver. We analyzed a 2,700-strong HIT.csv
file for this study. A HIT was generated by MTurk
for every conversation recorded in a CSV file. In a
roundtable discussion, employees rate one
another. The evaluations from staff members were
consistent. Information provides clients with the
truth. In the diagram, the ideal values for the
coefficients are 60—90 and 40-10. On a scale from
0 to 1, bullying indicator coefficients fall between
0.4 and 0.6.

«a=0.4 ~a=0.5 a=0.6

&8
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F1 Measure (%)
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6la
=60 y=40 =70 y=10 P=80 y=20 §=50 y=10

Sentiment and Cosine Co-efficients

Figure 1: Optimal values for coefficients a, B and
Y

UTILITY
Accuracy CM
The ratio of bully users to bullies is a proxy for
accuracy. Disparity in data quality results in
subpar performance.
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# of detected bullies

AccuracyCM =
; Y total number of bullies

Precision and Recall

Classification accuracy can be evaluated by
looking at both the precision and recall. Your
memory can be tested using recall and recall
accuracy scores. Meanings:

# of true bullies detected

Precision = -
total number of detected users

# of true bullies detected
Hiaill o Bruetiifies dejec

total number of true bullies

Recall measures how well the system was able to
identify bully users, while precision measures how
accurately it made those identifications.

F1 Measure

Recall and precision are both taken into account in
the F1 Measure. F1 is 0—1. Verify its veracity and
correctness. Logic and numbers:

y Precision x Recall

Fl1=2 >
Precision + Recall

M AccuracyCM W Precision Recall F1
90

=]
———]

S0
40
30
20

Utility values (%)
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Figure 2: Accuracy with respect to the number of
users
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Figure 3: Assessing different centrality
measurements Merit, entitlement, and prejudice
Scalability
Specifically, we investigate the scalability of
Bully Net in respect to tweets and evaluate the
runtimes of our three approaches, with optimal
coefficient values of 0.60, 0.90, and 0.10.
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Figure 4: Scalability with respect to the number of
tweets

6. CONCLUSION AND FUTURE

WORK
Online and social media bullying has increased
despite the ease of communication they provide.
One of the unique features of Bully Net is its
ability to monitor Twitter trolls. In order to create
a social network centered on bullying, we looked
at SN mining. By paying close attention to both
the setting and the specific incidents, we were able
to identify the range of emotions and actions that
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constitute bullying. By using our centrality

criterion, we were able to distinguish between
bullies and SN across a variety of scenarios with
an average accuracy and precision of 80% and
81%, respectively.

Research is needed to solve many mysteries. We
classify text and Twitter emojis based on how
they make us feel. It is instructive to look into the
expanding practice of using photographic and
videographic evidence of abuse. It has no concept
of politeness and cannot differentiate between
rude and nasty users. To identify cyberbullies, we
need improved algorithms or methods. The
geographical distribution of conversation graph
users and the dynamics of the network itself are
fascinating. Does bullying affect closeness?
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