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ABSTRACT: The Android operating system has been the most popular for smartphones and tablets
since 2012. This popularity has led to a rapid raise of Android malware in recent years. To achieve a
secured smart environment for future sustainable computing, android-based smart devices must
provide more resilient and attack-resistant commitments, so that the android malware detector, once
trained on a dataset, can continue to identify new malware without retraining. Classic signature-
based detection techniques fall short when they come up against a large number of users and
applications. Machine learning, on the other hand, appears to work well. a code behaviour signature-
based malware detection framework mistreatment associate degree SVM rule is planned, which
might sight malicious code and their variants effectively in runtime and extend malware
characteristics information dynamically. The framework deploys DDQN algorithm to obtain a subset
of features is effective malware classification to valid subset of features over a larger range the
exploration-exploitation policy is applied in the model training phase. The recurrent neural network
(RNN) is used as the decision network of DDQN to give the framework the ability to sequentially
select process. Our experiments are based on real-world Apps, and use five different classification
algorithms to detect the malware. We propose multi-level of procedures to find most significant
permission instead of extracting total permissions. The propose system used supervised classification
method in machine-learning to classify number of families of benign and malware apps.

INDEX TERMS: Support Vector Machine, Svm Classifier, Deep learning, Reinforcement Learning
Android Malware Detection Feature Selection RNN, Static analysis Dynamic analysis Feature

Selection.
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1. INTRODUCTION

Android operating system is provided
by Google is predicted to continue have a
dramatic increase in the market with around
1.8 billion Android-based devices to be
shipped by 2023 sta. It is currently leading the
mobile OS market with over 90% market
share compared to Windows, Blackberry, and
Symbian OS [1]. The advancement in Data
and Communication Technology (DCT)
remains a major security model and challenge
to achieve sustainability for future computing
by preventing and mitigating various known
and unknown cyber-attacks [2].These small
variations are introduced by replacing a few
lines of code instructions keywords. This
limitation prevents the anti-malware from
detecting variations on back malware and
malware based on zero-day attacks [3].
Machine learning algorithms is used in new
variety of applications such as in medicine
email filtering speech recognition and
computer vision where it is difficult or
unfeasible to develop conventional algorithms
to perform the needed tasks [4].Some
researchers utilize state-of-the-art machine
learning models like deep learning and online
learning or ensemble learning to find multi-
class attacks effectively in the Android
environment [5]. We propose a hybrid analysis
method for the detection of the Android
malware that integrates the advantages of
static and dynamic analysis methods [6].

Proposed system it is used the advanced
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engineering tool such as apktool, dex2jar and
jdgui for static malware analysis [7]. We
propose multilevel data pruning approach to
extract most significant permission only [8].
Android malware is developed 3-levels of
pruning by mining the permission data to
identify the very significant permissions is
effective in distinguishing between benign and

malicious apps [9].
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Figl. Android malware detection techniques
svm machine learning.

2. RELATED WORK

A recent survey revealed that
smartphone users have substantially increased
from 7.643 billion in 2021 to 8.378 billion in
2023 People use these devices for several
purposes like making calls and transactions
exchanging data and social
communications[10] Dynamic  analysis
approach on the other hand consist of running
Android  applications in a controlled
environment such as an Android Virtual

Device (AVD) emulator emu in a real device
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in order to monitor the apps behaviour [11].
Android is based on a modified version of the
Linux Kernel and is mainly used in mobile
devices Android runs applications in their
dedicated processes [12]. Each application is
given a dedicated data directory, which can
only be read or written to by the application
and no other application has the permission to
access it [13]. The discipline of machine
learning employs various methods to teach
computers tasks where no fully satisfactory
algorithm is available. In cases where large
numbers of potential answers exist new
approach is to label some of the correct
answers as valid [14]. Implemented automated
defender agent that detected and mitigated on-
going attacks based on pre-defined
probabilities of success [15]. The proposed
works and some gaps such as detecting of
unknown malware and reducing of false
positive alarm are still remained. This paper
proposed multi-level data pruning method in
feature selection instead of extracting all
permission features [16]. The analysis found
that nearly 100,000 apps request no
permissions at all protected APIs placed
between Applications and Libraries. This
permission is defined in Manifest file
AndroidManifest.xml, which is compulsory
for shipping each android app [17].
3. SYSTEM MODEL

The SVM-based active learning
framework for smart phone malware detection

and within the mechanical man system valid
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the effectiveness of the strategy tests show that
the planned methodology has sensible
relevancy and measurability will be complete
on a range of well-liked malware observation
and might find unknown malware [18]. The
core part of the DroidRL framework is built up
by the DDQN-based decision networkthe
autonomous agent independently carries out
an action decided by the decision network to
select one feature into its observed state from
the environment using their prior knowledge
[19]. In the detection phase the unknown
samples are detected by the obtained classifier
model is obtained by means of training the
hybrid feature vectors [20].Android apps run
in separate processes under distinct user
identifiers (UIDs) every distinctpermission.
Programs can’t either read or write each
other’s data or code of apps and applications

must be done explicitly for sharing data [21].
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Fig2: DroidRL for feature selection in Android
malware detection
4. PROPOSED WORK
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The proposed work is optimized
ensemble learning for android malware
detection (OEL-AMD). The proposed system
aims to characterize many permissions intents
and API call logs generated during installation
or before and after device restart by any
android application [22]. The Android
operating system uses a permission-based
model not only to limit the behaviour of an
application but also to inform the user of the
application potential behaviour.Android makes
use of the security features present in the
Linux kernel in a typical Linux system user
resources are isolated from different users of
the system. This results in one user not having
access to resources of another user and
maintaining a level of security [23].
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Fig3. Architecture of the proposed detection
method
A. DEEP LEARNING CLASSIFIER
Our main goal is to build a model for
DL-Droid to enable security classification and
find Android malware from stating apps. We
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train our deep learning classifiers on a
classification problem with two methods
benign or malicious. We utilize currently
supports only the Multilayer Perceptron
classifier (MLP). A confusion matrix is
performed in our system to evaluate the
effectiveness of different classifiers [24]. The
second phase of the experiments compared the
performance between the proposed DL and
seven popular machine learning models
isproposed. The classifiers include Support
Vector Machine (SVM Linear), Support
Vector Machine with radial basis function
kernel (SVM RBF), Naive Bayes (NB),
Simple Logistic (SL), Partial Decision Trees
(PART), Random Forest (RF), and Decision
Tree [25]. We also find the performance of
each classifier for two different test input
generation methods. The results of our
experiments using the performance metrics
defined.
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Fig4. DL-Droid framework
B. ALGORITHM:

Selection

Optimal Feature

For supervised algorithms to work

efficiently, users must input the correct data so
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that the algorithms can learn and make
inferences [26]. The most of the intents and
permissions recorded from different android
malware attacks exhibit a common range for
both benign and malignant attacks. The
selection of this feature selection algorithm is
inspired by its elegant performance in different
domains excellent leadership and intelligently
hunting of the grey wolves. The hunting task
is completed by chasing, encircling, harassing,
and attacking [27].
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Fig5. Block diagram of optimized security
method
Stepl. True Positive (TP): The application is
malicious and is correctly predicted as such.
Step2. False Positive (FP): The application is
benign and is falsely predicted as malicious.
Step3. True Negative (TN): The application is
benign and is correctly predicted as such.
Step4. False Negative (FN): The application is
malicious and is falsely predicted as benign
C. FEATURES ORDERING
There is a special consideration for

applying natural language processing methods

to DroidRL feature ordering. Natural language
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is sequential in nature which means replacing
two words in a sentence can make the sentence
confusing and meaningless [27].Exchanges
positions of any two features in the input state
should not influence the result this character of
feature selection differs from that of natural
language. If this particular property is not
addressed it may have a negative impact on
RNN-like

[28].Features represented by one-hot vectors

decision  network learning
go through the embedding layer and become
more dense vectors. These vectors then are fed
into the RNN-like network and finally enter a

fully connected layer and a softmax layer.
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Fig6: DroidRL’s Decision Network.

5. EXPERIMENT SETUP

This section provides information on
the hardware environment for training
DroidRL, our dataset, and hyperparameters
settingTraining Environment We performed
all the experiments on the server with single
Tesla V100 GPU and a CPU with two cores.
The GPU was used to accelerate the training
of decision network in DroidRL, while the
training and prediction of the classifiers in
DroidRL used CPU only. After the training

processDroidRL’s  classifier is extracted
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separately for testing any hardware that

capable of running machine learning
algorithms. The Benign samples used in this
paper are mainly downloaded from the Google
Play store to ensure the availability of the
experimental data. In this experiment, we
randomly selected 150 malicious apps and 150
benign apps.The lowest accuracy when apply
algorithm was achieved by NaivesNayes.
Furthermore, in an observation based in this
work, the finding show that Random Forest is
the best parameter at each node in decision
tree is made from a randomly selected

numbers in feature selectionAfter each
training episode, the DroidRL framework was
tested by running five testing evaluation
episodes . In addition, taking 50 training
episodes as a period, the DroidRL framework
was tested after every period. After using the
average accuracy of 50 episodes, the training
classification accuracy more stable in the first
20 periods compared with clearly shows its

changing trend.
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Fig7: Stability verification of different feature
selection results by DroidRL
6. CONCLUSIONSAND FUTURE
WORK

We presented DL-Droid, an automated
dynamic analysis framework for Android
malware detection. DL-Droid employs deep
learning with a state-based input generation
approach. Rapid growth in the use of Android
devices is highlighted problem Android
malware motivating the development of ML-
based malware detection algorithm. ML-based
method is principle least identify malware that
has not been seen before and therefore have
the potential to prevent zero day attacks.The
proposed framework extracts permissions
from  Android

combines the API calls to characterize each

applications and further
application as a high dimension feature
vector.Especially, the RNN-like network is
applied as the decision network in DDQN for
its capability of processing variable-length
sequences. For the purpose of finding the
correlation between features, DroidRL uses
word embedding to semantically represent the
features. In future we consider the method of
semantics learning into feature extraction to
analyse the behaviour of malware. We can
further mine the association rules between
better feature selection

features select

algorithms to reduce the redundancy of
features and further improve the efficiency of
classification.
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