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ABSTRACT 

Safety is the most puzzling concern for network security. Due to rapid growth of internet and networks 

applications, volume of files exchanged between users is increasing very rapidly. Therefore Data safety 

has been very crucial problem for information transmission. Any damage or danger to data can be high-

quality damage to the business enterprise. Cryptography shows a primary position in statistics safety. 

In recent years network security has turn out to be a crucial problem. Encryption has been castoff to 

relaxed statistics and manages entrance via distribution of a non-public cryptographic key over specific 

gadgets. This article provides review on applications of Cryptography. 
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1. INTRODUCTION 

A cryptographic procedure, or cryptogram, is a scientific task cast-off for encryption and decryption 

process. Cryptography procedure along with a key (combination of numbers, alphabets or special 

symbols) is used to encode plain-text. The identical plaintext can be encrypted to unique encoded 

content with dissimilar keys. The security strength of encryption statistics depends on the power of set 

of rules of encryption procedure and secrecy of the key [6]. 

 

1.1 Applications of Cryptography 

1.1.1 Safe Communication Broadcast Using Proxy- Signcryption 

The alternative sign arrangements permit substitute signers to mark communications on the basis of a 

sole signer, a corporation or an organisation. It is centred and arranged on the isolated logarithm trick. 

The signcryption is a communal key basic that concurrently accomplishes the features of each cardinal 

monogram and encoding. Combination of alternative monogram and signcryption communal key 

models presents comfy communication. It is miles effectual in footings of working out and 

communication costs. It's distant castoff for small power computer systems in which an assumed 

method might also transfer and get hold of memos from an randomly huge amount of other PCs [1] [7].  

1.1.2 Observing Communication 

Encryption can deliver rather sturdy security; it could block the administration's determinations to 

legally transfer out automated investigation. With a view to run into this requirement, key is escrowed 

via trusted third gathering. This era permits the practice of strong encryption, but in addition allows the 

administration while lawfully approved to get decoding keys held via escrow marketers. NIST has 

printed the escrowed encoding widespread as FIPS 185. 

1.1.3 Fractional Spotting of Data 

Once in a while sender desires some portion of the communication to be watched but no longer all. If 

so transparent cryptography is cast-off that discovers the cavity among solid (robust encoding without a 

key escrow) and translucent (no encoding or encoding with key escrow). With transparent arrangement, 

the specialists can decode particular of the communications, however not completely. Unbiased as a 

transparent entrance on a burst stand offers certain secrecy, but no longer has flawless secrecy, 

transparent cryptography given certain communications confidentiality, but no longer flawless 

privateers. In this arrangement the level of transparency can be organized by changing parameter p [8]. 

1.1.4 Transporting files on network 

Files which might be swap over among operators want to be endangered in contradiction of malevolent 

consumers and muggers. For encryption/decryption, symmetric key encryption practices most effective 

solitary key. Symmetric key's is then coded with community key that is accompanying with transmitter 

of file to reap encoded file and this programmed report is then directed to addressee [2]. To decrypt the 

document, encoded text gadget module driving force practices personal key which is connected to 
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recipient to decode the symmetric key castoff to encode record. The encoded report structure module 

driver then makes use of symmetric key to decode the report.  

1.1.5 Credentials and validation  

A credential is a digital record which recognizes a person, a host, an enterprise and different entities to 

accomplice identification with a communal key. Certificates government (CAs) distributed certificate 

which fixes a designated communal key to an individual or a server and that certificate perform 

identification. Certificate comprises a serialized number, name of issuing authority and cardinal signs 

of the allotting CA. Credentials support avoid the practice of false public keys for impression. Solitary 

the communal key licensed through the credential will operate by the conforming individual key 

organized by means of the individual recognized with the aid of the certificate [3]. 

 

2. CLASSICAL CRYPTOGRAPHIC TECHNIQUES 

1) Transposition Cipher Technique 

2)  Substitution Cipher Technique 

1) Transposition Cipher Technique: It is a technique of encoding through which the locations 

believed through parts of plain-text (might be normally letterings or businesses of typescripts) are 

lifted consistent with a systematic machine, in such a way the cryptogram transcript constitutes a 

transformation of the plain-text.  

2) Substitution Cipher Technique: In cryptography, a replacement cipher is a way of encryption by 

means of which parts of plaintext are substituted with cipher textual content in step with a ordered 

system; the "components" can be only letters (the extreme not rare), couples of letters, trios of 

letters and their combinations. The recipient decodes the transcript via means of acting an opposite 

replacement [4]. 

 

Types of substitution cipher 

a) Simple substitution cipher: this functions solitary on letters. 

 

 

Figure 1: Simple substitution cipher 

 

ROT13 substitution cipher and rotates alphabet in13 steps. 

Replacement above a sole letter—easy replacement—can be verified by way of lettering out the 

character set in certain direction to denote the replacement. This is named a replacement letters. The 

cryptogram letters can be lifted or inverted or twisted in a greater difficult way, in which event it’s far 

named a diversified letters or disturbed letters. Historically, combined letters are produced through 

main writing out a key-word, eliminating repetitive alphabets in it, after which writing all of the final 

alphabets within the script [9]. 

Polygraphist: this works on big collections of letters.  

Mon alphabetic cipher: it applies static substitution for the whole message. 

Poly alphabetic cipher: it applies some of replacements at extraordinary instances for the memo, 

where a module of the plain-text is recorded to one in every of numerous opportunities inside the 

cryptograph textual content and vice-versa. 

 

3. NETWORK SECURITY PRINCIPLES 

There are many well-known security ideas which you need to be acquainted with; one right location for 

general facts on facts protection is the facts warranty technical framework. Often computer safety 

targets (or needs) are defined in phrases of 5 average targets [5]. 

a) Authentication: It suggests information can be exchanged between authorized sender and receiver. 

b) Confidentiality: It suggests that the only the validated user can only access information of other 

authentic user. 

http://en.wikipedia.org/wiki/ROT13
http://en.wikipedia.org/wiki/File:ROT13.png
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c) Integrity: It suggests that the info is not permitted to any type of alteration between source and 

destination. 

d) Non-Repudiation: It suggests the source and the recipient will never reject that they have posted a 

clear memo. 

e) Access control: Simply the permitted gatherings are capable of accessing the agreed records. 

 

CONCLUSION  

Nowadays significance of interchange of documents completed on internet or different means category 

is famous; looking for exceptional facts safety in opposition to protection attack and a way to well-

timed supply the data without much put off is the matter of debate amongst safety associated societies. 

Cryptography is solitary such technique that delivers the safety tool in well-timed pushed manner. 

Cryptography is generally called "the study of secret", that is furthermost connected to the explanation 

of encoding. The 2 principal features that discover and distinguish encryption procedure from any other 

are their functionality to safe the threatened facts in contradiction of assaults and their pace and 

efficiency in safeguarding the documents. 

 

REFERENCES 

 

[1] Mohit Marwaha, Rajeev Bedi, Amritpal Singh, Tejinder Singh, “Comparative Analysis Of 

Cryptographic Algorithms”, International Journal of Advanced Engineering Technology/IV/III/July-

Sept.,2013/16-18. 

[2] Manjesh. K.N, R K Karunavathi, “Secured High throughput implementation of AES Algorithm”, 

International Journal of Advanced Research in Computer Science and Software Engineering, Volume 

3, Issue 5, May 2013 

[3] Sumitra, “Comparative Analysis of AES and DES security Algorithms”, International Journal of 

Scientific and Research Publications, Volume 3, Issue 1, January 2013. 

[4] G. Manikandan, N. Sairam and M. Kamarasan, ”A New Approach for Improving Data Security 

using Iterative Blowfish Algorithm”, Research Journal of Applied Sciences, Engineering And 

Technology 4(6): pp. 603-607, 2012 

[5] KritikaAcharya, ManishaSajwan, Sanjay Bhargava, “Analysis of Cryptographic Algorithms for 

Network Security”, International Journal of Computer Applications Technology and Research Volume 

3– Issue 2, 2014 

[6] Manju Suresh , Neema M, ”Hardware implementation of blowfish algorithm for the secure data 

transmission in Internet of Things”, Global Colloquium in Recent Advancement and Effectual 

Researches in Engineering, Science and Technology, 2016 ,pp.248 – 255. 

[7] Avinash M Ghorpade, Harshavardhan Talwar, ”The Blowfish Algorithm Simplified”, International 

Journal of Advanced Research in Electrical, Electronics and Instrumentation Engineering, Vol. 5, Issue 

4, April 2016, pp.3343-3351. 

[8] Wenlong Shen, Bo Yin, Yu Cheng, Xianghui Cao and Qing Li,” Privacy-Preserving Mobile Crowd 

Sensing for Big Data Applications”, IEEE ICC ,2017,pp.1-6. 

[9] Hadeal Abdulaziz Al Hamid, Md. Mizanur Rahman, M. Shamim Hossain, Ahmad Almogren, Atif 

Alamri, ”A Security Model for Preserving the Privacy of Medical Big Data in a Healthcare Cloud 

Using a Fog Computing Facility with Pairing-Based Cryptography”, IEEE ACCESS. VOL.XXX, 

NO.XX, 2017, pp. 1-16 

 

 


