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Abstract 

 

This project includes a smart and affordable door lock enhanced with a fingerprint interface. For 

implementing this project, we will be using the Atmel Atmega328p, a fingerprint sensor, gsm 

module, motor driver, a motor and some other hardware devices. The fingerprint sensor will be 

integrated in the door panel, facing outer side of the door, so that people can’t have access to the 

controlling system from outside. The latches will be fixed inside the door panel, so that the thickness 

of the door can help the latch’s strength. We’ll use a few latches within the panel to divide the force 

among them if tried to force in. The fingerprint sensor will take the fingerprint of the user and 

forward it to the microcontroller to match with its records. If the print matches with one of the 

fingerprints of the microcontroller’s memory, the microcontroller will lock or unlock the latch, based 

on its current state. If the fingerprint is foreign to the microcontroller, the buzzer will buzz and the 

user will have to try again. If wrong fingerprints are tried 5 times at large, the system will inform the 

owner to alert him/her about a break in. The system will also go into a secure state where it will 

continue to buzz the buzzer to alert the neighbours that something is wrong. The system will be reset 

once a known print will be entered.  

 

1. Introduction 

These days office/corporate environment security is a major threat faced by every individual when 

away from home or at the home. When it comes to security systems, it is one of the primary concerns 

in this busy competitive world, where human cannot find ways to provide security to his/her 

confidential belongings manually. Instead, he/she finds an alternative solution which provides better, 

reliable and atomized security. This is an era where everything is connected through network, where 

anyone can get hold of information from anywhere around the world. Thus chances of one’s info 

being hacked are a serious issue. Due to these risks it’s very important to have some kind of personal 

identification system to access one’s own information. Now a days, personal identification is 

becoming an important issue all around. Among mainstream personal identification methods we 

mostly see password and identification cards techniques. But it is easy to hack password now and 

identification cards may get lost, thus making these methods quite unreliable. 

 

There are certain situations which are very annoying like when a person locks himself out of his 

house or office or he leaves his key inside or sometimes when a thief just breaks the lock and steals 

everything. These kinds of situations always trouble people who use manual door lock with keys. 

Although in some places people use smart cards, there might arise a situation when someone loses 

the card or keeps the card inside. Then in other scenarios there are caretakers for locking houses or 

offices and keeping the keys safe. But then again there are times when a person in charge of the keys 



Juni Khyat                                                      ISSN: 2278-4632 

(UGC Care Group I Listed Journal)                Vol-09 Issue-12 No. 1 December 2019 

Page | 63                                                 Copyright @ 2019 Author 

might not be available or has gone to some emergency routine, which can cause unwanted delay for 

people who need the key straightaway. These are some of the hassles that people might face when 

using keys or smart cards. That is when our system, fingerprint based door lock system comes into 

play. Our design is implemented to provide better securities as users don’t need to remember 

passwords and don’t need any sort of keys or cards that often get lost. If someone’s fingerprint is 

authorized in the system he/she would not face any sort of delays to enter a room. Fingerprint 

recognition is one of the most secure systems because a fingerprint of one person never matches with 

others. Therefore unauthorized access can be restricted by designing a lock that stores the 

fingerprints of one or more authorized users and unlock the system when a match is found. Bio-

metrics authorization proves to be one of the best traits because the skin on our palms and soles 

exhibits a flow like pattern of ridges on each fingertip which is unique and immutable. This makes 

fingerprint a unique identification for everyone. The popularity and reliability on fingerprint scanner 

can be easily guessed from its use in recent hand-held devices like mobile phones and laptops. 

In this report, we discuss the background and related research papers in Section 2 where the bio-

metric based lock systems have been discussed, proposed solution and finger print methods are 

given. Then we describe the design and implementation of the proposed lock system in Section 3. 

The implementation details includes circuit diagram, architectural diagram, door layout, 

microcontroller chip layout, function of the complete system. Section 4 contains the flowchart and 

algorithm of the proposed system. The performance evaluation has been elaborated in section 5. 

Finally this report is concluded in Section 6. 

 

2. Related Works 

In the research paper “Fingerprint based locking system”, Ajinkya Kawale (May,2013) says that 

fingerprints are patterns of ridges and valleys on the surface of the finger. Like everything in the 

human body, these ridges form through a combination of genetic and environmental factors. The 

genetic code in DNA gives general orders on the way skin should form in a developing fetus, but the 

specific way it forms is a result of random events. With the help of interfacing, fingerprints can be 

used to create secure and impenetrable door locks and several lock systems. Interfacing is a method 

of establishing communication between Microcontroller and the Interface. Fingerprint interfaces are 

generic and can communicate with any microcontroller. It is a combination of hardware (i.e. the 

Interface) and Software (i.e. the source code to communicate, also called as the Driver). In simple 

words, to use LED as output device, LED should be connected to a port pin of the microcontroller 

and there has to be a program running inside the microcontroller to make it on or off or blink or dim. 

This program can be developed using any programming language like Assembly, C, Basic etc. 

 

In “An Advanced Door Lock Security System using Palmtop Recognition System”, Kawser Wazed 

Nafi, Lecturer of Stamford University talks about the classification of a security system interface. 

According to him, the security system using fingerprint interface can be divided into the following 

Modules: 

- Fingerprint analysis software module that accepts fingerprints images;  

- Hardware interface module and the locking system module. 

He (author) further added, stepwise break-up of execution plan looks like the following,  

• Study of biometrics literature - especially with reference to fingerprint analysis.  

• Study of basics of image processing algorithms so as to compare images with the point of view     

  Of  unique-ness of fingerprints.  

• Cogitation of MATLAB as a programming tool for image processing and comparing.  

In major paper, “Personal authentication through biometric technologies”, Fernando L. Podio (2002) 

cited that, fingerprints are one of many forms of biometrics, used to identify individuals and verify 
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their identity. The analysis of fingerprints for matching purposes generally requires the comparison 

of several features of the print pattern. These include patterns, which are aggregate characteristics of 

ridges, and minutia points, which are unique features found within the patterns. According to him, it 

is also necessary to know the structure and properties of human skin in order to successfully employ 

some of the imaging technologies. Minutiae and patterns are very important in the analysis of 

fingerprints since no two fingers have been shown to be identical. He also added that the three basic 

patterns of fingerprint ridges are the arch, loop, and whorl. In his description- Arch are the ridges that 

enter from one side of the finger, rise in the center forming an arc, and then exit the other side of the 

finger. Loops are the ridges that enter from one side of a finger, form a curve, and then exit on that 

same side. Last but not the least, he says that whorl are ridges that are formed circularly around a 

central point on the finger. In the whorl pattern, ridges form circularly around a finger. 

 

Published in the International Journal of Advanced Research in Electrical, Electronics and 

Instrumentation Engineering, Tintu Pious (B. Tech Student, Dept. of EEE, Mar Athanasius College 

of Engineering, Kerala, India) narrates - Omidiora E O is a prototype of a fingerprint based ignition 

systems in vehicles in which database of the valid users is stored in the fingerprint module. When a 

person tries to operate the vehicle then the CPU matches the fingerprint of the person with the stored 

database if the match result is successful then the vehicle is ignited and otherwise not. External 

devices (hardware) can be controlled through the PC parallel port. The parallel port is a simple and 

inexpensive tool for building computer controlled devices and projects. The user mode program is 

then made to communicate with the written device driver. The programming of this prototype was 

done in Visual Basic 6.0 Enterprise Edition. He describes the process saying, first of all user is asked 

to enroll his fingerprint. After enrollment the user’s identification is done .If the person is authorized, 

the door automatically opens. After igniting the vehicle, the door automatically closes. When 

destination is reached, after a key press, the door automatically opens. After a set time delay, the 

door automatically closes. He adds, the system focuses on the use of fingerprints for door opening 

and closing. The fingerprint recognition software enables fingerprints of valid users of the vehicle to 

be enrolled in a database. Before any user can use the vehicle, his/her fingerprint image is matched 

against the fingerprints in the database while users with no match in the database are prevented from 

using the vehicle.  

 

In the final term paper, “Design and Implementation of a Fingerprint Based Lock System for 

Shared Access”, Jayasree Baidya, Trina Saha, Ryad Moyashir and Rajesh Palit of North South 

University talks about ‘smartphone based fingerprint security system’. They prompted that 

smartphones with latest features use fingerprint ID system to allow access to the phone. According to 

them, the very system can be made to connect with those phones and use their print ID and their 

sensor on the phone to open doors. The system can be connected to the phone via Bluetooth or WiFi, 

and an application can be made for the phone allowing them to interact. In conclusion, they added, 

fingerprint ID is being used in most new phones now-a-days and soon the fingerprint ID based phone 

will be everywhere, almost everyone will have them and then this security system will be very 

helpful. 

 

Anu and Bhatia, D. (2014) in his paper ‘A smart door access system using finger print biometric 

system’, quotes that previously, for high security areas or in locker rooms for banks, traditional lock 

systems, passwords, etc., were employed. However, these systems were found to be not perfectly 

secure. After advancements in technology RFID cards were used. These cards however were not 

much useful for the user due to chances of getting lost, stolen and forgotten. The purpose of this 

study is to provide high security for such high end security applications. The aim of this study is to 

design a smart door access system using finger print module. The use of this device is to provide 
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access to only authorised persons. Both hardware and software technology are used to design it. An 

emergency beep sound is provided to protect the system by giving alarm if any unauthorised person 

intrudes into the system. An indicator indicates for any emergency condition. Motors are used for 

locking and unlocking the door.  

Security of valuables is as paramount as their acquisition. Valuables ranging from human lives to 

expensive resources and sensitive data need to be tightly secured. In this present day when armed 

robbery has gotten more sophisticated particularly in developing countries, there is the need for 

tighter security means, and one of the most secured technologies that can be employed is biometrics, 

finger print door lock to be precise. Biometrics is the science and technology of measuring and 

analysing biological data, biometrics measures and analyses human body characteristics such as 

DNA, fingerprint, eye retina and iris, voice pattern, facial pattern and hand measurement [1]. The 

software that drives the microcontroller was done using the C language on MPLAB compiler, the 

coding was segmented into various modules; first, the module that drives the LCD screen, next is the 

module that drives the finger print scanner, this instructs the scanner to first register users and allow 

the inputted finger print to be compared with the pre-registered finger prints. The pre-registered 

finger prints are saved on the IC registers of the Micro controller. An alert is sounded whenever a 

fingerprint that is not found in the Microcontroller memory is placed on the scanner as an intruder. 

The construction of this project was done in three different stages, the writing of the code (driver) 

which controls the Microcontroller using C language, the implementation of the whole project on a 

solder-less experiment board, the soldering of the circuits on Vero-boards and the coupling of the 

entire project to the casing. The implementation of this project was done on the breadboard as a 

prototype, the power supply was first derived from a bench power supply in the electronics 

laboratory, in all the development guaranteed security for illegal intrusion of illegal entity to room, 

the mechanism can be implemented in a broader sense on a door where a there is restriction of 

access. 

Source: International Journal of Scientific & Engineering Research, Volume 4, Issue 5, May-2013  

In forensic medicine, identification of a deceased person is very important. Reliance was too often 

placed on visual inspection in establishing the identity of the deceased. Card acceptance devices are 

often limited to live subjects. Several studies proposed the usage of scanners as electronic 

fingerprinting of cadavers. However, to the best of our knowledge, no study had been conducted on 

cadavers for verification with the identity card alongside the body. We wish to propose a standard 

procedure on the verification of a deceased person by using card acceptance device to match his/her 

fingerprint with the print embedded in the identity card. The equipment tested was Sagem 

Morphosmart MSO350. Methodology of the study was according to the manufacturer’s instruction. 

This study was carried out on patients who had died from natural diseases in Hospital Sultanah 

Aminah. A total sample of 153 deceased persons, which comprised of 88 Malay (57.5%), 51 Chinese 

(33.3%) and 14 Indian (9.2%) individuals between 16 to 95 years old were included in the study. We 

found that the percentage of matching of fingerprint is 94.8%. It is concluded that card acceptance 

device is useful for the purpose of identification of a deceased person and his/her Malaysian identity 

card.  

A latent print was developed on an aluminium window frame more than two years after it had 

been deposited. The ability to develop a fingerprint after such a long time is probably due to a 

"fixation" phenomenon to the metal frame. To understand this unusual case, we simulated the event 

in the laboratory. 

Source: International Journal of Computer Applications (0975 – 8887) Volume 56– No.17, 

October 2002 

 

2.1.  Case Study: 
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“Fingerprint patterns are genotypically determined and remain unchanged from birth till death.”  

Purpose of the study: The purpose of this study was to determine fingerprint patterns in relation to 

gender and blood group among students of Delta state University, Abraka, Nigeria.  

Materials and Methods: A total of 490 subjects, aged 17-30 years were drawn using the systematic 

random sampling technique. The blood group of each subject was obtained from the records in the 

medical laboratory register of the Health Centre of the University. Results: Fingerprints of each 

subject were obtained using endorsing ink and plain white paper. Female had higher percentage of 

loop and whorl while male had higher percentage of arch. There was no significant association 

between gender and finger print patterns. Within the respective ABO blood groups, loop had higher 

percentages compared to arch and whorl. There was no significant association between finger print 

patterns and ABO blood group. Within the respective Rhesus blood groups, loop had higher 

percentages compared to arch and whorl. There was significant association between finger print 

patterns and Rhesus blood group. Within the respective ABO-Rhesus blood groups, loop had higher 

percentages compared to arch and whorl, except in blood group O negative where whorl has higher 

percentage. There was significant association between finger print patterns and ABO-Rhesus blood 

group. Conclusion: The study showed that fingerprints, gender and ABO blood groups can only be 

used independently to identify an individual. 

These are the summaries of some of the renowned research papers, experiments, projects and case 

studies that we went through to shape our project- ‘Smart door lock using fingerprint’.  

 

3. Proposed system:  

In our design we used Atmega328p as the microcontroller which is the heart of the system. Since 

Atmega328p has only 28 pins (14 on each side), we had to use two Atmega328p microcontrollers. 

Our system design consists of the following components: 

1. 1 R307 Optical Fingerprint Reader Sensor Module 

2. 2 ATMEL ATmega328P microcontroller 

3. 2 DC Gear Motors / Magnetic Anti-interference Smart Car Chassis - Yellow + Silver       

     (DC 3~6V) 

4. 1 L298N Stepper Motor Driver 

5. 1 GA6-B mini GPRS GSM module A6 SMS voice development board 5V 

6. 2 USB to Serial Converters with FTDI 

7. 1 9V Battery Holder Case ON/OFF Switch 

8. 1 AA Battery Holder / Case 4 chamber 

9. 2 16 MHz – Crystal Oscillators 

10. 3 9V Extra Heavy Duty 0% Mercury Batteries 

11. 2 Ceramic Capacitor 104 (100nF each) 

12. 1 Ceramic Capacitor 220 (22pF) 

13. 1 Buzzer 

14. 3 Breadboards 

15. Male to male jumpers 

16. 1 Micro Sim 

17. LEDs 

18. 3 AA batteries 

 

3.1.  How the system works: 



Juni Khyat                                                      ISSN: 2278-4632 

(UGC Care Group I Listed Journal)                Vol-09 Issue-12 No. 1 December 2019 

Page | 67                                                 Copyright @ 2019 Author 

In this system, user will enter fingerprint in the fingerprint scanner which is connected to the door 

latch through the microcontroller. After scanning the print, the system runs its database and looks for 

a match. If any match is found, the latch opens and thus the door gets unlocked. Same thing happens 

when user wants to lock the door. Correct fingerprint makes the latch to close, locking the door 

behind the user.  

If wrong fingerprint is given, the system beeps the buzzer showing “Try again” in the LCD display. 

If consecutive 5 or more wrong fingerprints are given, i.e. if anyone tries to break in continuously, 

the system enters a secured mode where it rings the alarm showing “Panic Mode” on the LCD 

screen. A message gets delivered to the owner notifying that there has been an attempt to break in. 

 

3.2. System Diagram: 

        
3.3. ATMEGA328P Pin Layout: 

      
 

 

3.4. Architectural Design: 

3.5.  
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4. Flowchart of system: 

          
 

5. Performance Evaluation: 

Compared to a traditional secured system, our fingerprint door lock system is advanced, efficient and 

more secured. A normal security system is comprised of locks, which in contact with the appropriate 

keys, get unlocked. In our system, an authorized and correct fingerprint is the only key to unlocking 

the secured lock system.  

Lock systems are very necessary in our day to day life. In order to secure important and personal 

belongings as well as one’s privacy, there is no alternative to lock and key. But the type of the 

system implemented, tells a lot about the extent to which something can be and will be secured. 

Fingerprint door lock system is a biometric lock in which fingerprint interface is used as the key to 

unlock. It is safer and more secured as fingerprints are unique and cannot be copied. There are some 

basic differences between locking systems of many kinds. Traditional lock and key system, 
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fingerprint lock system, password/pin code system, biometric lock system are some of the security 

system one can simply implement for security purpose. The pros and cons of each system makes 

them efficient, secured, differentiable and hard to break. Some basic differences in performance and 

system structure between these security systems are as follows: 

Table 1. Differences between different types of lock systems 

 

Types of 

differences 

Lock & key Biometric Lock Fingerprint Lock 

Composition Composed of  

simply lock and its 

key 

Composed of LCD 

display, number pad, 

fingerprint scanner 

and/or retina scanner. 

 

Composed of LCD 

display, fingerprint 

scanner and GSM 

module. 

Interfaces Key Fingerprint and/or 

retina 

Fingerprint 

Function Unlocks by key 

only 

Unlocks by 

fingerprint and/or 

retina scan 

Unlocks by 

fingerprint 

Performance Low Very high High 

Strength Moderate Very high High 

Efficiency & 

vulnerability 

Less effective and 

highly vulnerable 

Very effective and 

less vulnerable 

Highly effective 

and less vulnerable 

 

From the chart above, it is quite clear that security systems should have unique interface entities like 

fingerprint, retina, palm-print, voice-recognition etc. to make the system more complicated, secured 

and effective. 

Compared to traditional and other similar security systems like biometric, palm-print, voice-

recognition systems, our proposed system i.e. fingerprint lock system with GSM functionality is 

highly useful and secured. It not only stops unauthorized access but also informs the owner of any 

intrusion and burglary and at the same time alerts the intruder. 

 

5.1 Graphical representation 

 

     
 

        Fig: Graphical comparison of different biometric lock systems 
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6. Conclusion 

The design and implementation of fingerprint based door lock system is customizable and flexible. 

This door locking mechanism is comparatively cost-effective than the available lock systems in the 

traditional market. Our fingerprint based lock system has high accuracy rate and is also quick to 

recognize fingerprints which enable seamless integration with the users and provides tighter security. 

In our country, private and government organizations are very much concerned about security. Many 

companies are interested in using this type of locking mechanism but the system which is available 

have very high installation cost. Due to this excessive cost, many small firms cannot afford such 

systems. Keeping the installation cost in mind we planned to develop a system that should be 

affordable to both large and small firms. This design can be improved by more intensive 

development and additional features such as more locks can be added to the system. Thus we do not 

need to spend so much for just one lock if this can be used to control several doorways. A system to 

save prints without the use of a computer could have been made, but it will require more parts than 

the ones we used. In order to maintain security properly, the whole mechanism should be placed 

inside the door panel or on the other side of the door. A system for batteries could also be made or 

even solar powered. One of the main advantages of this system is its flexibility. Several other 

systems can be implemented with this system. The system is very secure. Fingerprints are unique and 

the sensor is able to identify all of the prints during testing. It provides greater control for access to 

restricted places. There are some drawbacks of this system such as this system is complicated and 

difficult to make any change in the hardware as it is a closed system. Also it needs high power to 

operate so providing continuous power through batteries is a challenge sometimes. A power failure 

will make it unworkable. In that case, we can, connect the system with an IPS or add rechargeable 

batteries to the system. 
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