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ABSTRACT

The interoperability of the internet of things requires secured communication between source to 10T
devices. The primary concern of security deals in the physical layer and network layers. The network
layer security implementation is more costly than the physical layer security of the internet of things.
Therefore, most authors focus on physical layer security based on transform-based functions to generate
session keys between source and loT devices. This paper proposed DCT based efficient secured
communication-based session key generation method for loT devices. The proposed algorithms
minimized the signal pre-processing phase to convert multi-bit. The validation of the proposed algorithm
simulates the IEEE 802.11 radio protocol in MATLAB. As a result, the proposed algorithm is more
efficient instead of the existing algorithms.
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INTRODUCTION

The Internet is a technology that played an important role in the transformation of the world to its current
state. Now the Internet has reached a state that it is not even recognized as a service, but a part of the
environment around us. The broad ap plications of Internet came into its peak as every-thing around us
are connected to each other and become part of some network. Now, the situation has reached where any-
thing can be ‘smart’ or ‘digital’. The ‘Internet of Things’ conceptualizes the world which has all the things
around you are having some kind of digital identity and part of some network, communicating and sharing
information [1,2]. The Internet of Things (1oT) refers to an ever-growing network comprising the objects
which are not just traditional computers or mobile devices, but the physical entities like watches, wearable
devices, and other smart objects. It can be considered as a network or interconnection of sensors and
actuators having a unique framework for information sharing. The 10T doesn’t stick to any specific
protocol but is open to any state-of-the-art protocol available now and enhance the range to the maximum.
Further, the management of data and network can be automated and the efficiency can be increased using
the M2M interactions when all the devices become smart. Even the user inputs can be automated with
sensors and the solutions will be communicated directly to the things where it is supposed to happen [3,4].
This change in the concept from connected computers to a network of ‘things’ revolutionized the digital
world and created a fresh wave of development. The idea of digital identity and connectivity to each entity
has increased the influence of Internet to another extent. With the wireless connectivity and new digital
identification techniques like RFID, the 10T got its clutches over their daily life [4,5,6]. Advancements in
Wireless Sensor Networks (WSN) and low power, resource constrained devices have increased the type
of devices that can be connected to the Internet. Moreover, the IPv6 and IEEE 802.15.4 have been
significant to provide more addresses and accommodate more components and net-works into the world
of 10T. As shown in the below figure, these recent technologies have been fundamental in transforming
the Internet to the Internet of Things [7,8,9]. The rest of paper describe as in section Il. Process of key
generation. In section Il describe the proposed methodology. In section IV experimental analysis and
finally conclude in section V.

1. KEY GENERATION
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Various key generation algorithms used transform function and signal quantization methods in wireless
communication. The channel parameters such as RSS used in case of key generation and key extraction
for 10Ts device. The Skyglow algorithms used DCT transform function for the process of quantization
and enhance the reliability of bit and reduce the bit error rate (BER). The Skyglow algorithm reduces the
utilization of radio frequency in case of receptions and transmissions. These algorithms not used the
process of privacy amplification for the generation of key [10,11,12,13]. The generated key length of
Skyglow is 128 bits. The Key entropy of Skyglow is very high and enhances the reliability of 10Ts based
communication system. Some authors used key generation system five stages and some are used four
steps. The steps of key generation shown in figure 2. The 1% step of process measures the channel
properties b/w 2 authorized party. The measured difference’s value is high then used the process of
preprocessing. The next step is quantization of signals into bit single bit value and multi-bit value. After
the process of quantization measured the bit difference value is called error correcting phase and finally
proceed for the privacy amplification. In privacy amplification used the hash code algorithm for the
creation of message digest[14,15,16].
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Figurel : Process of key generation algorithms using Five phase.

I11. METHODOLOGY
The proposed keys generation algorithm based on three steps as follows channel reciprocity, quantization
and amplification. The reduces steps of proposed algorithm, increase the computational and time
efficiency of communication model. The proposed algorithm applied the discrete wavelet packet
transform for the process of quantization and multiresolution mapping of bit sequence. The process of
exchange of information share by cyclic key. The cyclic key is lightweight public cryptography approach
for the amplification of message. The proposed algorithm describe here[18].
Algorithm:
Input: RSS channel characteristic Yy
The formation variation of RSS signal T
The bit formation of RSS M
The length of bit N
Output: the sequence of keys: [0101010...]
1. Assign the number of node 2%
2. Estimation of M bit in each node with Wt [P1, P2X]
3. For l«—itondo
If Yui < T- (T/n) | | node-1

If Nui=P1
Else T-(T/n)<Yu<T | | node-2
Nu=P;

Else if T<Yui+ (T/n) | | node-3
Else if Yu> T+ (T/n) | | node-4
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Ni=P4
End if

M =[Py, P2, P3, Ps............. ]
End for

IV Experimental Analysis
To evaluate the performance of proposed algorithm of secret key generation simulated in MATLAB
software with version R2014a. MATLAB software provides various function of modulation and sampling
of RSS signals. The configuration of system 17 processor 8GB RAM and windows 10 operating system.
The simulation scenario in MATLAB design in phase of indoor and outdoor with condition of obstacle
and other signal attenuation process. The carrier frequency of RSS signal is 2.45GHZ. the process of
simulation work in half-duplex mode of communication. the interval of RSS signal measure on time
interval 110ms. The distance of two communicating device with interval of 10, 20, 40, 50 and 60
centimeters. For the validation of algorithms measure following standard parameters[19,20].

1. Bit Error Rate (BER): BER denotes the bit mismatch prob-ability between two generated keys.

2. Key Agreement Rate (KAR): KAR denotes the probability of generating identical keys with no bit

errors.

3. Key Leakage Rate (KLR): KLR denotes the probability of Eve reconstructing the key using the
unencrypted syndrome.
Key Entropy: The generated key should be random, thus, with an entropy that is ideally 1.
Secret Bits per Packet (SBP): SBP denotes the number of generated bits per message exchange

between the communicating parties. SBP is a proxy for energy-efficiency.
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Figure 2: Window show that the physical network topology with x-axis and y-axis of an efficient
generation method for 10Ts using DWT and DCT. Here hit the DCT technique.

Page | 108



Engineering Materials

B Figure 2 - [m] X
File Edit View Inset Tools Desktop Window Help
Ddde R A0V LEAL- S| 08|

Logical network topology

X

Figure 3: Window show that the physical network topology with x-axis and y-axis of an efficient
generation method for 10Ts using DWT and DCT. Here hit the DCT technique button.
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Figure4 : Window show that the relocate node position with x-axis and y-axis of an efficient generation
method for 10Ts using DWT and DCT. Here hit the DCT technique button.
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Figure 5: Window show that the relocate node position with x-axis and y-axis of an efficient generation
method for 10Ts using DWT and DCT. Here hit the DCT technique button.
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Table 1. Comparative performance of DCT, DWT, Skyglow and proposed with these parameters BER,
KAR, KLR, Entropy.

Table 2: Comparative performance of DCT, DWT, Skyglow and proposed with these parameters BER,
KAR, KLR, Entropy.

Table 3: Comparative performance of DCT, DWT, Skyglow and proposed with these parameters BER,
KAR, KLR, Entropy.

Table 4 : Comparative performance of DCT, DWT, Skyglow and proposed with these parameters BER,
KAR, KLR, Entropy.
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DCT | DWT | Skyglow | Proposed
BER 058 | 0.59 | 0.57 0.55
KAR 0.83 | 0.84 | 0.86 0.88
KLR 0.005 | 0.005 | 0.007 0.007
Entropy | 0.89 | 0.90 | 0.92 0.88

DCT | DWT | Skyglow | Proposed
BER 0.64 | 0.64 0.66 0.63
KAR 0.78 | 0.79 0.78 0.80
KLR 0.007 | 0.006 | 0.006 0.008
Entropy | 0.84 | 0.88 0.84 0.82

DCT | DWT | Skyglow | Proposed
BER 0.70 | 0.68 0.69 0.67
KAR 0.58 | 0.60 0.59 0.61
KLR 0.005 | 0.006 | 0.007 0.007
Entropy | 0.84 | 0.88 0.84 0.82

DCT | DWT | Skyglow | Proposed
BER 071 | 0.71 0.71 0.72
KAR 0.80 | 0.81 0.82 0.82
KLR 0.007 | 0.006 | 0.007 0.008
Entropy | 0.79 | 0.79 0.78 0.80
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Figure 6: Comparative performance of different techniques for BER with number of node5, 10, 15, 20.
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Figure 7: Comparative performance of different techniques for KAR with number of node 5, 10, 15, 20.
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Figure 8: Comparative performance of different techniques for KLR with number of node5,
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Figure 9: Comparative performance of different techniques for entropy with number of node5,
10, 15, 20.
CONCLUSION

This paper proposes the DCT based system as an efficient key generation system and synchronized
quantization (SQ) as a part of the key generation system that synchronizes data blocks in the quantization
phase in order to eliminate the signal pre-processing and error-correcting phase. The efficiency of the
system is indicated by lower computing time and the communication overhead between authorized nodes
compared to existing systems. Validation of the proposed system performance is carried out in two real
indoor environment scenarios, i.e., unobstructed and the obstacles scenarios. The test results showed that
the proposed method was able to produce equal 128-bit keys without going through the signal pre-
processing and error-correcting phase with KAR values reaching 1.05 bps. Testing of computing time and
the communication overhead in two scenarios also show the efficiency of the proposed system compared
to the existing system.
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